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I
The many faces of threat modeling

m \What is a threat?
m \Who builds a threat model?
m \What are its critical elements?

m \Who consumes it?
m For what?
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D 000 |
I A Few Words on STRIDE

m A conceptual checklist
m Backed by DFDs

m Given our previous slide, what's good? What's
bad?

cigital
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An Example DFD

rejection

o
i

order —p»

confirmation /

Trading
Process

history update

Trading History

login
creds

approved
order

User Table
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I
Use Threat Modeling to ldentify...

m  Where potential threats exist relative to
the architecture

m How threats escalate privilege
...become more formidable

m  Specify vectors of attack

m |dentifies components and assets worth
protecting

... Ties technical risk & business
assets to application design;

... Ties attacks to role, privilege,
and capabillity;

...Drives security analysis, testing.
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The visual elements

Threat Asset under attack
( 1(

? — [ component ]

)

Attack vector
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Sensitive data analysis and the human

factor

cigital
© 2007 Cigital Inc. All Rights Reserved. Proprietary and Confidential. _



I
Example: Design for Sensitive Information

m Steal credentials or secrets embedded in the client
m Read client-cached values, even from different users

m Example: Build a web-based customer service application:
m Supports: account maintenance, password reset, etc.
m Customer identified by Social Security Number (SSN)
m Customer has a password for web application

cigital
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Example Application Flow Begins

Customer Identification

Address

Last Name | Steyen

105 Mirror Way

i

123 Johnathan Rd.
Apt 17, West St.,

N

\y Cancel

o

—

m “What's your last name Sir?”

m “Verify your address.”

Verify Customer SSN

Name | John Steven | B

Address (105 Mirror Way |

SSN# |202-58-8385 |

[¥|
O conce (e

m “For security purposes, verify the last four digits of your

social security number.”
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I
What does that imply about data in this system?

Service Service
Servlet Session

‘L Internet

: Hosting LAN '
EHAIOMAN e o S S G S B S e D S O e e s S s S
: Host System . Database :
et = o : :  Host
2 Applicatign Server | :
We ner ' :
Customer Customer l .
Servlet Session |E
I
P R l :
Customer Customer ’
I
K
|

—————————— ———— ]

In what zones (by number) is what information present?
What design problems have we created for ourselves?

What are we going to do about it?
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What kinds of users do these messages help?

jﬂ-l‘hrmxmu‘b

}@. @:Ja@ueﬁ-a-i-]

Back w Moty Mol Pret 4 Dwows |
jmn-w rm/mmwwmumn 2 &6

Error: 500

Location: /examples/jsp/dbtest/ TMP1hmxj6go3a.jsp
Internal Serviet Erver:

I»

Javax.serviet.ServietException: No data found
at org.apache.jaspec.runt ine . PageContext inpl.handlePagexception(PageContext im
at Jzp.cdtest. 00022)sp 0002fdbtest O002ITHF_000J1hax) 0003 ¢go_00033a_0002e)sp”
ot org.apache. jazpec.cuntime. HetpFaplose. secvice (Hetplapiase. Java: 126)
at jJavax,serviet.htep. HuepServiet.service (HetpSecviet, Java:853)
at org.apache. laspec.cuntive . Joplerviet§JaplecvietVrapper. secvice (Joplervier, )¢

(4 . he. . % Loapw v
:. ::: :xh‘ ;::: :::‘: ) Apache Tomcat/4.1.24 - Enor report - Mozilla Firelox

at javax.serviet.htep . MuepSe Eb :a N no w’ IM M

at org.apache.tomcat.core.Se

at org.apache.tomcat.core.Co A -

at oxg.apache.tomcat.3ervice \) Al @
at orQ.apache.tomcat.service

Py P () Apache Tomcat/4.1.24 - Evor rapast |

ST H T TP Status 500 -

at un, YA, e  JARCOMDC . ot
A% pun. JAOC .. e  JARCOdDe . 39
ar sun, Jdbe . odbe . JdbeOdbeRes

at sun, Ao, odbe JadbeOdboRes - » -
at sun. Jdbe . odbe  JadbeOdboRes é‘:‘ - EKI\,GDJCIH report

at 3un, JEC, odbe . JancOab o Res

at jap.ddteat. 00022)9p 0002 m

at org.apache. Jasper.runt i

at javax,serviet . htiep, HucpSe

st org.apache. Jasper.cuncine RPPRRETENN The server encountered an intemnal error () that prevented it from fusfilling

A% OXg.ApAche. )AIPer . Cunt ime S AL LR LY
AL OXg.apache.)Asper.runt e

at javax.serviet.htep.Mrepse m

ar oro.emhe.(oacat.cozcl.k

@) Dore javax.serviet.ServietExceprion: Servier executlion threv an exceprion

at org.apache.catalina,core,AppiicationfilterChain.internalborFil

at org.apache.catalina.core.ApplicacionFileerChain.doFileer (Appl
at org.apache,catalina,core,StandardSrapperValve. invoke (Standard
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D 0 |
Users often make bad decisions

_"l-.
[

g
cigital
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D
Build Trust Zones into the Application

......................................................................................................................................

: Hosting LAN :
BSOS e S D A s s SR e c e o o s
: Host System > . Database
= e o o e e i Host
Applicatign Server ... ! : ;:
We ner i ‘ i : 5
Customer . c : I . : B
Servliet ~— Session Bl B %4
3 A . 1+ Highest-:
— : B G ‘
Customer ‘Customer Customer |it- : y
Internet { Service - Service account | ¢
Servlet : |session
____________________________________ s
—————————————— -

m  \Why should sensitive information leave the marked high-trust zone?
The customer knows their SSN, don’t present them with it

The CSR should ask for and enter the SSN, not be presented with it
Use programmatic means to verify SSN in the application server
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What That Might Look Like

f= Session token >t Social Security Number ——————}
Lo Nesting LAN T
Customer
: i Application Server :
@' : : Web Container |
£ ; T customer Customer |
CSR ; Servlet Session | |
3 . [ | Customér—
— — N
account ' >
Internet Service =t arvics I
[ Serviet ‘ Session | :
R —
_____________________ 1

Untrusted

@ ~—p CSR Requests SSN
@ = Custormer provides SSN
@ ~—=  SSN verified with Customer entity
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I
Using Structure to Separate Privilege

""" Untrusted ~ ;: 7T T osting LAN T

| e Host System ;
il i Web Container | Pt
o i e ' Normal Application Functionality I
I e Normal Functionality :
- 'Happy Path' : B
o Controller Servlet > B
5 A seripe Decorator EE Action
iv iy (user Servlet o™ serviet B
i+ [ Experience) O
: :‘l . : N .
a & = = e ————— — : B
ol Srivileged Application Functionality Deployment RoRg W 3
: : 1 Deseriptor : B
o Admin Functionality ;B
& Controller Servlet \ : ES
o o : s B
g : : B ¥ bl
| Privileged action 3

& Functionality q fjet-on— Pt

?f : Controller Servlet 1 Taction e ter=r} :

3 - Servlet 2

- v :

: Administrative Functionality E L

: H.
.
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" cigital
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B 00 |
Anchor in Software Architecture

Consider where attacks occur

Top-down
m Enumerate business objects = Sas |
Sensitive data
Privileged functionality A et
Bottom-up
m Enumerate application entities |
Sensitive data ; o [
Privileged functionality \\ /—
P =l BE=
Look for el R
= Middleware f
m Open source . Unrusted |

m Frameworks
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|dentify Critical Application Assets

- B2C

>

B2B
:

.................

* [Thin Client |

Applet

Hosting LAN

LDAP B e E—

Host System

Login

Servlet

; | rmre—
|| Password : \I Javaserver |

| Reset Client

|| Script

CSR
Session
beans

1st Tier
L ]

; ' _,l— Pages |
;g—”/?’—/?’ ]‘L-;i---iir

2nd Tier

Session,
business

Mlddleware

Host

Assets

Credentals
User Account Data
Account Manipulation

e %

_ 3rd Tier
L ] L

|dentify
m Sensitive data
m Privileged function

What would trust zones look like?
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Look out for:
m Proxies, facades, efc.

m Services: ws-, beans, etc.

m Ul vs. implementation

m Aggressive caching schemes




Anchor Threats in Use Cases

Consider attack surface
m Actors become Threats

. - B2C
m Use becomes misuse Q !
qaser 1
TOp-dOWﬂ Thin Client
Applet
m Enumerate elements closest

to Threat actors '\1
@ HaVed Container

Bottom-up Q \ Serviet
m Think like code analysis tool %s"pass d \r_;;“__::l/m_
| Roset Ciiont Trasee | [seeeen
Look for: e T
m |nterfaces, services 2 :
Systems, Proxies el
| |

[
m Middleware
m |nputs (of any kind)
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I
Start with ‘high value’ Attack Vectors

Annotating with initial attacks
m Select a target objective

m Chose attacks that bridge -
gap N A

peeeeeeeneeeenas A/ Hosting LAN

—
LDAP ‘—’0

B28B
|

R g
: [ Thin Client ] :/

L [/
=4
. 114

Top-down
m Pilfer community resources

Applicatid
.

Serviet - / § A
Session, E— . i
—["™—=l—al business 1 L 24
o — beans MNa ‘l/l/'
— Entity 1 : o
CSR beans | : 4 Vo
session | B
Bottom-u B
- 3
P i
13

vl -

m Conceive properties an | B [ 1
unknown attack might have .~ T mater T e

L 1 r
Attack Vectors R

Soclal Engineering —
Phishing Attacks (XSHF) >

Look for: S e,
m Assets close to surface

m Shortest paths

m Attacks that target tiers
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I
Example #1: Threats Facing Web Authentication

= B2C | I 828 — >

Database

: | Host i
Applicatidn Server : : : &
. Servliet - L
. —- Session, | g s
‘ . _—— — | business 1A LY —
P : T — beans {: PN o
: g ¢ == i N / | . : DB ¥
' : I b e aas | | Entity | : sl
: 1 . : Jasrafaruew L y 3 . n
| Password | B j Javaserver | CS?‘_ I : : b
| Reset |: 1 [|) ) pages I a0 = | : : 1
| clent | v R eans L : i
i || sexipt : o I A ol
: : o« i G .
: . 4 s N R R N N TR 4. . g
ntrusted o A 3
1st Tier ) 2nd Tier . 3rc Tier
. .
Attack Vectors T System/Net Arch. - Threats
Access wio authenticaticn — Untrusted o 1 - Internet-based Attacker
Sniff, reuses existing credentials . Hosting LAN e {unautherized)
Password guessing (dictionary, etc.) —» Applicaticn Hest s, 2 - Internet-based Attacker
Log Into downstream EIS —_— Database Host s (autherized user credentials
Lift crecentials through Injection — High-trust (App.) eEe 3 - Attlacker with LAN credentials
Litt credentials from client
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More Advanced Threat Modeling Techniques

Cl al
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. |
Tips & Tricks #1: Threat Privilege Escalation

828 >
| I

CB“' ? 1 .@
L/ S T e S e R s i
IR ERARER L o \ Hosting LAN :

e o\
ThinClient |:// 1 Middleware
£\ Loap |[¢———> - o R
A: o tore
Applet |/ / A\
— b \ssssuessaensizesieasesian: R Ty SRR , oA

\ App;i&a!ﬂ n Server

Decorator Session, | e "

Serviet — = B b business

g | - ; b —
\ | o — beans ] : i
0| ommrm— Entity
~IN Aasasarie - CSR ‘/ beans . : Vo

Web Container

Servlet

|| Password
.| Reset Client

R
:l ::

JavasServer | .
j§ ] session

|
I .
Fages F" beans :
{_—J — :
5%

|

o ntusted oL
1st Tier 2nd Tier _ 3ra Tier

L '] L 3

L L L) | L] L)

Attack Vectors R System/Net Arch. P Threats

Soclal Engineering —_— Untrusted 1 - Internet-based Attacxer

Phishing Attacks (XSHF) - Haosting LAN (unauthorized)

Man in the Midadle (MiM) — Application Host 2 - Internet-based Attacxer

Access ‘admin’ Iface directly — - Database Host ! g (authorized user credentials

SAL injection — High-trust (App.) 3 - Attacker with LAN credentials

m Integrate with entitlement specification
Show escalation of privilege
Motivate probability of ‘insider’ attack
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I
Privilege Escalation: How to do it.

- B2C ]
m Tackle each escalation Q.. /5?,
separately gl
m Don’t duplicate work

m Steal this escalation for
your T.M. “cookbook”

m Ignore escalation through CP 1
esoteric means at first q?:sn '
Password
m Consider social, physical | s /
means where simpler than flrwrizd ]
software-based attacks T
...Untrusted :
m Password reset
p—
B Stolen fo bS Attack Vectors i igm
. . Soclal Engineerin S
= Phishing s =
Access ‘admin’ Iface directly —pm
SQL injection S

© 2007 Cigital Inc. All Rights Reserved. Proprietary and Confidential. _



Overcoming Objections

e . Hosting LAN
: [Thin Client | :
é Applet
SRS LA e Host System TR T Database
Host
\ Applicatign Server

[ Web Container

?r : E | oecora
: AN I B =
a7
N NS

:| Password
:| Reset Client

: |
E _ !‘,/g//s/
|| Script 4 v .

Serviet

. istTier - 2nd Tier . 3rd Tier
m Remember:
m Focus on common, simple attacks

m Escalation to admin/LAN credential possible
where credential stores reside in site database

® ‘insiders’ need not be

cigital
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Tips #2: Target Using Layered Attacks

- B2C 1 | B28 M’i
Casor 1 -
prooortocroocyo SR BRI Hosting LAN =~~~ 777 e :
Thin Client — I——'Imddleware Cache, :
LDAP Stere :
.................................... H.ééi.s..y.s.t.e.rh....................................E ...D.a.l.a.b--a-s-e---. 2

Application Server

13 h s
: : | : 4
i | [Web Container |t ‘ &
. Login Page - __,-—i":" " :
. Session, 3 G B
business— 3 —

— _beans . 0 5

—— servlet 3 S 3

Decorator i = 3 C 2
Servlet o " . 4 y e

Ren
[ Password

:| Reset Client |

P

: - i vaServer L
||| seriot ] v | ﬁavasarver | CSR
! : i |] ) 2ages | Session
H : 5 : i beans
: . G ; —
...Untrusted
1st Tier 2nd Tier . 3rd Tier
L '} L 'y
r 1 r L] L L4
Attack Vectors System/Net Arch. Haz2sy Threats
Manipuiating Web Traftic —> Untrusted 1 - Internet-based Attacker
Form injection [} Hosting LAN (unauthorizec)
Phishing Attacks (Resp. Spitting, XSS) @ Appiication Host 2 - Internet-based Attacker
Cross Site Heguest Forgery (CSRF) ] Database Host S (authorized user credentials
Injection —> High-trust (App.) 3 - Attacker with LAN credentials
Normal use cases —>

m Bootstrap later attacks with those that ‘deliver’
Use one layer to exploit another (net, app)
Combine attacks to reach desired target
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b 7
: | Thin Client
f /

E—
e PR

[ B2B

Hosting LAN

Decorator

Session,

Host

Database

Servlet - business A
Q beans . u
:"
CsR | pm— L4 2 i
| Password N o savaserver | CSI} . | :
:| Reset Client |1 pages [ Session 18 0
: L E beans | . .
| i -
] o :
qa R R R R e U C
ntusted L
1st Tier . 2nd Tier . 3rd Tier
L} L
Attack Vectors g System/Net Arch. [N Threats Assets i1
Untrusted 1 - Internet-based Attacker Credentials W
Phishing Attacks: XSRHF, ixation, eic. — Hosting LAN (unauthorized) User Account Data 3%
Phish CSH credentials —l Application Host 2 - Internet-based Attacker Account Manipulation v
Access ‘admin’ Iface directly — Database Host (authorized user credentials
SAL injection — High-trust (App.) 3 - Attacker with LAN credentials
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m How do we design tests to fill this gap?



Take Homes

m Base Threat Model in software architecture

m When specific use (cases) and high-level architecture are defined:
m Inventory roles, entitlements, if one doesn’t exist
m Inventory assets: sensitive data, privileged components

m Enumerate initial attack vectors
m Use common ‘low-hanging’ fruit

m Elaborate more attacks
m Find opportunities for privilege escalation
m Layer attacks to target or ‘hop’ to assets
m Fill in gaps by ‘inventing’ attacks

m Use Threat Modeling to drive security testing:

cigital
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For More

m Cigital's Software
Security Group invents
and delivers Software
Quality Management

m See the Addison-Wesley

Software Security series

m \What areas are you
interested in”?

*““So now, when we face a choice between
adding features and resolving security issues,

we need to choose security.”

-Bill Gates
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Thank you for your time
."l‘-
John Steven

_
jsteven@cigital.com . ‘ ' B
&
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+1.703.404.9293 Software Confidence. Achieved.
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