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* Trends: APIs and Mobile

* Challenges of exposing services to clients

* First mile, middle tier, last mile integration
 Gateway Paradigm

* Unified Mobile Architecture
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Two Red Hot Trends - How do they Intersect?

APl Management Mobile First Strategy

* Enterprise extending reach * Rise of i.nt.ernal business
through APIs productivity apps

* API traffic overtaking web traffic ’ * Build performant, contextual,

multi-device experience
[ * Simplified REST, JSON, OAuth
communication/AuthN

* Control point to enforce security &
build composite apps

60% of all logins to the popular Salesforce.com platform are through

_ RESTful APls, and 40% are through traditional browsers. m



API Shift — It’s Here

5,000 /
4,000 | APl Growth Continues to
Accelerate in 2012

Sales force — API traffic

API SO IS AN 1.4 billion APl calls / day ez
Management ? Strategy mkeout 1 billion APl calls / day ez

) Expedia $2 billion viaAPIs / Year sz

Billions of APl calls / month sz
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Primary APl Management Enablement Challenges

Orchestration Secure APIs AAA

Mobile & App Lightweight Mobile

REST Fagade “Proxy Firewalling AuthN

API Sharing & Monetization Fast Changing Mobile APIs Cloud Service Brokering

Multi-Channel
APl Sharing Portal
g Versioning IT as a Broker




Architectural Challenges

App server

App server

Web server
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Presentation Logic (application) Persistence
tier tier tier

3-Tier Shared Nothing Architecture

* Most common architecture, widely deployed

* Gold standard, developed as a result of the web revolution

* Problem: Designed primarily for HTML web browsers, not mobile apps



Native vs. Web Mobile Apps

App Type Runs on phone operating system directly). Runs in browser or O/S container. Slower Ul downloaded on-
Faster Ul performance. Controls download at demand; code written in abstraction layer of web technologies
installation (Javascript, CSS, HTMLS5).

Security Posture  Phone access to file system for read/write. Basic security confined to https. Protocols such as OAuth require
Security beyond https requires custom code.  toolkit. Browser wrapper provides sandbox
Susceptible to malware

Server Arch Mix of custom middleware & software often Similar to web server/app server model with content optimization
needs own ESB

intel)



Enterprises Have Unique Requirements for Mobile Enablement

Are trying to get a mobile project going at your
Enterprise?

- WARNING

Does this look familiar?

Disparate middleware and database technologies

Disparate identity management silos

Disparate programming languages CHALLENGES

Current architecture optimized for web browsers AHEAD

Vertical integration prohibits cloud outsourcing

Inconsistent security model across domains



Building the App - Architecture

Application Requirements ?
* Retail Sales Manager — Uses Tablet, no Laptop e

* Needs to query store revenue information
Store name, city, state, revenue

* Needs to post new hire Pll information

Name, address, phone number, SSN, drivers
license #

Enterprise Boundary

CRUDable Interface

Query as a Web
Service

Enterprise
Identities
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Gateway Design Pattern

When
» Architectural best practice for APl or web services communication
e Product agnostic

e Relies on indirection to solve security, performance and management
problems

* |deal for application to application traffic

HTTP/XML HTTP/XML
HTTP/ISON

All problems in computer science can be solved by another level of indirection- Davi

(]

"...except for the problem of too many layers of indirection.” — Kevlin Henny - EEI
: I(Mi —
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JSON Response

SSL Termination and
Acceleration

Application DoS
Protection

ing Flow

RESPONSE FLOW

REST API Version

Management
Data Leak Scan

RESTful Facade

Content Attack
Prevention Response

Caching

Extract Identity and
Authenticate Content

Optimization

ty Process

APl GATEWAY

Enforce Throttling

Based on Identity Transform and

Mediate Message

Secur

Transform and
Mediate Message

REST API Fagcade




Building the App - Architecture

Enterprise Boundary

API

Communication
Service Gatewa
T éﬁ- =

CRUDable Interface

Application Requirements
* Retail Sales Manager — Uses Tablet, no Laptop

* Needs to query store revenue information

Store name, city, state, revenue

. . . Web
e Needs to post new hire Pll information Quers‘;fji:e ¢
Name, address, phone number, SSN, drivers
license #

Enterprise
Identities
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Case Study (BCBSA) API

Integration & Security Brokerage

. —SE Users also enter reviews/ data
_— into Portal
()

\ ) [\ —_— )

Browser or
Mobile
AuthN /Info
Request
I Member Org A
 So—
) a—
|~ )
* Web Server
* Mobile Tier
Member Org B
Flat File
é <
* Web Server
* Mobile Tier
Member Org C
—

* Web Server
* Mobile Tier

/ Goal: Transparent patient healthcare cost info available on mobile
devices available to member organizations

Problem: Point to point integration costs, poor scalability, fragmented
data for Member Consumers

Solution: Security Brokerage with consistent, managed APl using a
\ service gateway

~

/

Medical Information

Healthcare Insurance . )
Service Provider Portal

Integration Brokerage Operator

Security Brokerage Technology

* SSL Termination
* SLA Management

* Id translation ﬁv ervice Cateway
* Transformation |

* Protocol Mediation L
* Routing ‘ * Doctor information

* Reviews, Ratings
* Peer Reviews, Awards

+3rd party Cloud Info * On-prem 3 Party
" Providers 4 Info Providers




Example: Generic Mobile Workflow using Service
Designer

*SampleProcess 57

‘ oo Palette

® Receive RESTful Call F
[ #7 Receive REST_Cal | 1

[ ContentattackPrevention (——— Scan for incoming threats

| Reliable Defiverv

Extract identity and auth |

‘ % SLA_Enforcement ‘ \ "

[P Mesmzge Tl |dentity based SLA enforcement

‘[v.ﬁ Extract_Identity_and_Authenticate ’

@ I B AAA
Invoke_Internal_Service
REST to SOAP (or other) |

,E Tokenize Response 3 ] q;l:t‘h-e'r'\ticaterdiai{al“ [

& Content_bptimization Ca” ”reaI” SerVice ’
&1 Reply ~ Tokenize or redact portions of response ’

l° McAfeeDatalossPrevention %
E -/ L‘l Transformations
© ~ Compress and JSON transformation ’
[

Final DLP check before return to mobile client ’

[ Control
[ Faults

(#) ZoomIn

! (=), Zoom Out @




Example: APl Authentication with OAuth

& Identity Management

/| Extract Identity

Identity source: [Token from HTTP OAuth Authorization v
Token from HTTP OAuth Authorization details

Token type: | Bearer v I
Receive token type: |§JSON Web Token i v

JSON Web Token Details
Verify JSON web token signature

Signature algorithm: HMAC with SHA-256 HMAC with SHA-384 HMAC with SHA-512
Symmetric key: [Object name from incoming token ']
Authentication policy:  test-auth
Verify OAuth token
Specify web token content locations
Check uniqueness
Exception handling data (packaged in thrown fault): Policy-Driven security
HTTP status code: |401-Unauthorized v * Reduces COding
Realm: * Improves consistency
@ Static value () Input from workflow * Centralizes p0| icies

* Improves security
* Enterprise grade

URL:

Check for access token revocation




Pulling it all Together: Ref Arch for Mobility

Service Provider or C2DM

(Cloud to Device Messaging)

Raw TCP
over SSL

................................................................................

LDAP or
Enterprise

¥

MASHERY

== Federation :
Mashery API Porta ) Server Binary
Asynchronous
Messaging
Component

iPhone
Android
Blackberry

Windows — : :
Smart Phones Balancer Lightweight NoSQL
RESTful HTTP HTTP/JSON Persistence
Android and Communication Optimized App Layer or MQ
iOS Tablets

Load

Network
Firewall

Informatica Data
Transformation
(Embedded in App
Repository
(Relational
DB)

External Cloud Service Providers




Intel® Expressway APl Manager

MASHERY
\\——
API Sharllng -Moblle Security &
Porta Middleware Integration
° Intel® €
Best of Breed API Management ﬂzplﬁraegzvaagr ) j

* On-prem control

* Enterprise Security &

Integration
*  Community APl Sharing

Cloud APl Management App Service Gov & Integration Security, Access, Compliance Developer Community
» API packaging as * Lightweight ESB « App & mobile firewall 0 Detvlelopzr faciing services
catalog, developer

PFOdUC_tS . * SOA & Mobile integration * Data Loss Protection enable?ment .
e * Orchestrate & transform * Federated ID Brokerin

for usage and latency . ' .g * Developer on-boarding
« Share meta data via * Protocol translation * PCI PIl Data Tokenization « Discovery of aggregated

portal * Eclipse workflow design * Mobile friendly OAuth services from IT

- 3 l L.




More: www.cloudsecurity.intel.com
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Composite Architecture

Composite API Platform

( = API Product Management  Powered by \ r_ Service Orchestration \
= Developer On-boarding ] and Composition
= Portal Administration m:in‘ = Authentication and
= Reporting and Analytics Access Control
* Monetization Data MASHERY = Authorization . A
—" = Developer Facing Service Catalog = Data Format Mediation |nte|
AP| Meta Data < = Developer Enablement Tools = Protocol Mediation
[l—l] = Admin Tools = Content Attack Prevention
[ W | = Community Tools . EL:;: Manaﬁergsegt, Rate Limiting
= APl and Method Packaging = Lightweight
Intel AP! X /I /
Management Portal / € ]
@ [ Internal RESTHu

NEES

Service Service
Administrator Developer

API Descriptions
and Enablement Tools

Mobile Middleware
(ISON/REST)

Intel® Expressway

API Manager

SOAPWeb

® /J— Services
Developer H— Legacy Services
Community (MS, FTP,
rice #2 Custom, Mainframe)
RESTful APl Consumption ] Database
(from devices partners) H_ (JDBC, HBase)

External PaaS
APIs




