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Listening to music

15 Years ago

Watching a movie

Contacting people

Reading the news

Making Music
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Building a Reliable Data
Store

NETELIX




Agenda

® CAP theory and how it applies to reliability

® How reddit and Netflix maintain reliable
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CAP Theorem

® Consistent
® Available

® Partition-resistant
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Limits liability through

.r.
o is

TR



Flight Reservations

NETELIX



Flight Reservations

"Book Your Flight Today! AP

| Th|s is why
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The problem with CAP

® Daniel Abadi had a problem with CAP

® The weightings were uneven
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PACELC

If there is a partition (P) how does the system
tradeoff between availability and consistency (A

[ ]
and C); else (E) when the system is running as
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Partitioning
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Thinking like a coder

Partitions are like code branches
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Some examples

® ACID systems (Postgres, Oracle, MySq|,
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Reliability and $$
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Building for redundancy
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REDUNDANCY
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REDUNDANCY

Never too much of a good thing!

REDUNDANCY

Never too much of a good thing!

REDUNDANCY

Never too much of a good thing!

motifake.com

Redundant Redundancy Is Redundant

motifake.com
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We want to make sure
we are building for
urvival
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| > 2> 3

Going from two to three is hard
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| > 2> 3

Going from one to two is harder
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Build for Three

If possible, plan for 3 or more from the beginning.
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“Build for three” is the
secret to success
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REDDIT.COM - PICS - POLITICS - FUNNY - WTF - ASKREDDIT - SCIENCE - [AMA - P! AMM /ORLDNEWS ATHEISM 5 - MARDJUANA - TECHNOLOGY - DOESANYBODYELSE

S

o
7 reddi
‘ re ” what's hot | new controversial top saved

| reddit interviews the boy who harnessed the wind, William Kamkwamba

10/GUI is one of the most dramatic reimaginations of the desktop user interface I've seen in a long time.

I'm the Imgur guy, AMA!

Hi Reddit!

By request and with t elea f the API, I decided to do an AMA. The title says it all, so ask me anything! It doesn't
have to be about imgur.

EDIT: I'll be in class for the next hour. The answers may be a little slow, but I'll do my best.

I still think this is one of the coolest videos I've ever seen. This is going on at any given moment in every living
organism on the planet.

DNA Replication

(11 Tube)
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Jon Stewart spends 10 minutes ripping apart CNN's pitiful reporting [Video]
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Submit a link

Create your own reddit

Mike Rowe

wants to know
your karma score

watch
tl;ne
reddit
interview




Architecture

Application
Tier

Postgres
Master
Postgres
Slave
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Postgres

PostgreSQL
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Database Resiliancy
with Sharding
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Sharding

® reddit split writes across four master databases

® Links/Accounts/Subreddits, Comments,Votes
and Misc

® Each has at least one slave in another zone
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Sample Schema

link thing
int id
timestamp date
int ups
int downs
bool deleted
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The thing layer

® Postgres is used like a key/value store

® Thing table has denormalized data

® Data table has arbitrary keys

. O T L T AT L 10t e 2o R, P Nk B/ SO I A S Al WD R R A s T AR [ PR P AP AR F R LGl LT = LEY (
A o\ PAL G L i e o _r A b iy UMY e X A Sl i e Aln g LS SN BTSSR JUed e nss sl LT R T gL L g By Yo' v & madt, F bta Sy ok v
. tr b - 4 "'. (q ok . (1S4 .|:‘ c 9 d I wﬂ';“\\ by by tEe _... f'-q il e ‘) ".' § l AR r -,,_4.‘. ?V e - B e ) e A.-v } e

(28 v. e WY © = 0y L o & - o | > YW AV aY “!.l:( IR aVa X =B VoV .:_.. ~ .?‘ H7 .2 o W_NL =1 £ N N

NETELIX



| love memcache

| make heavy use of memcached
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Cassandra

Keyspace

ABCDEF
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Watch Instantly
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New movies to watch instantly
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Data

What does Netflix do with it all?
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We store it!

® Cache (memcached)

NETFLIX




| love memcache

| make heavy use of memcached

NETELIX



RDS (Relational
Database Service)

N[TFI.IX Jeremy Edberg ¥ | Your Account & Help

WEIGGEELTOA Just for Kids Browse DVDs =~ Your Queue Taste Profile Movies, TV shows, actors, directors, genres Q

Genres v New Arrivals Instantly to your TV

Recently Watched Top 10 for Jeremy
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| ' G S\ LA % TR Mad Men

Set in 1960s New York City, this series takes a
\ peek inside an ad agency during an era when the
| cutthroat business had a glamorous lure. More
Info

1R 0 NEHATRE?: \ [ oo 0 e

. Starring: Jon Hamm, Elisabeth Moss
Creator: Matthew Weiner

Our best guess for Jeremy:

' & 6 &
Not Interested + Instant Queue
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Cassandra

Keyspace
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A/B Testing

rur Tou

'our Queue Y Suggestions For You

Most Popular

WAHLBERG BALE ADAMS

FIGHTER

Futurama
1999-2011 Seasons 1-6

A pizza delivery boy awakens in the 31st century
after 1,000 years of cryogenic preservation and
finds a job at an interplanetary delivery service.
More Info

Starring: Billy West, Katey Sagal
Creator: Matt Groening

How the Universe Works

2010 TV-PG Season 1

Host Mike Rowe brings viewers on an enlightening tour of our current
cosmic knowledge in this miniseries that starts with the Big Bang
and covers alien galaxies and solar systems, as well as the space-
shattering properties of a supemova event

Avallability: Streaming
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Joshua's rating:

Not Interested + Instant Queue

ry Charles
of “Borat”

Most Popular
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A/B Testing

Online Data

Offline Data




Atlas

st W NPT

Jatyp,

, @

01: 00 02: 00 03: 00 04: 00 05: 00 06: 00 07: 00 08: 00 09: 00 10: 00 11: 00

O requestsPerSecond
Max : 318. 798 Min 0. 000
Avg : 214. 454 L~ 174. 215

B prediction
Max : 406. 942 Min -133.733
Avg : 193. 737 Last : 167. 200

Frame: PT12H, End: 2012-01-01T12:00 UTC
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AWS Usage

Dollar amounts have been carefully removed

Cost By Resources

om | 1w | 1m | 3m | All From: Mar 18, 2012 To: 2012-06-16|
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Chronos

Search

all

app

batch
cluster

cme
environment
region
source

Values: Time Period: Last 1 Hour

Results
Total Events: 92

Permalink

Timestamp (PDT) Application Event Type Region CMC CMC Details Description
2012-06- T11:35:38 cass_xxx SecurityGroup us-east-1 No CMC Details changed SG cass_xxx
2012-06- T11:35:16 AWS Enableinstance us-east-1 No CMC Details Enable _ _ in Discovery
2012-06- T11:33:01 nccp Terminatelnstance  us-east-1 No CMC Details Terminate instance and shrink auto scaling group ‘nccp-debug'
2012-06- T11:32:59 nccp UpdateASG us-east-1 No CMC Details Update Autoscaling Group 'nccp-debug’
2012-06- T11:32:29 apidaemon DeleteASG us-east-1 CMC Details Deleting apidaemon
2012-06- T11:30:37 cass_xxx SecurityGroup us-east-1 No CMC Details changed SG cass_xxx
2012-06- T11:28:47 AWS Disablelnstance us-east-1 No CMC Details Disable in Discovery
2012-06- T11:28:09 AWS Enablelnstance us-east-1 No CMC Details Enable in Discovery
2012-06- T11:26:18 AWS Disablelnstance us-east-1 No CMC Details Disable in Discovery
2012-06- T11:25:45 beaconserver UpdateASG eu-west-1 CMC Details Update Autoscaling Group 'beaconserver-pt-v002'
2012-06- T11:25:39 AWS Enablelnstance us-east-1 No CMC Details Enable in Discovery
2012-06- T11:25:35 cass_xxx SecurityGroup us-east-1 No CMC Details changed SG cass_xxx
2012-06- T11:25:20 beaconserver UpdateASG eu-west-1 CMC Details Update Autoscaling Group 'beaconserver-ce-v001'
2012-06- T11:25:02 beaconserver UpdateASG eu-west-1 CMC Details Update Autoscaling Group 'beaconserver-v021
z .; \ KO 2012-06-__T11:23:07 MerchWeb CreateFastProperty us-east-1 CMC Details Create Fast Property
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More Things Netflix
Stores in Cassandra

® Video Quality

NETFLIX




Service based
architecture

NETELIX



Content
Management |

EC2
Encoding |

S3
Petabytes |

N
¢

CDNs
ISPs

Terabits
Customers

&
aNva
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Netflix on AYVS

S3
Terabytes

EMR
Hive & Pig
Business |
Intelligence l

amazon
webservices

2012
IPvé

2012

2010 2010IPV6

it

- CDN routing

Bookmarks

Movie
Choosing

Ratings

Cassandra

2012
20105, ¢

Metadata

Device
Config

TV Movie
Choosing

Social
Facebook

Cassandra

2011

International
CS lookup

- Diagnostics
& Actions

- Customer
Call Log

- CS Analytics

Cassandra




Abstraction

® Data sources are abstracted away behind
restful interfaces
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Netflix autoscaling
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The Big Oracle
atabase

NETELIX



Circuit Breakers

Be liberal in what you accept, strict in what you send

1:20.0/s
5,633.0/s

Circutt Closed
Hosts 279 Q0th 18ms
Median ims 99th  169ms
Mean 12ms S9.5th 329ms

Success | | Short-Circuited | | Rejected | Failure | Error %
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Cassandra

Keyspace

ABCDEF
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Co-Process for backup/recovery, Token
Management, and Centralized

Configuration management for
Cassandra. More Inf
Watchers: 156
Forks: 40
Language: Java
Open Issues: 21
BN Updated: 11/07/12 @21:53:42

TR



Cassandra Architecture
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Cassandra Architecture




How it works

® Replication factor

® Quorum reads / writes

® Bloom Filter for fast negative lookups
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Cassandra Benefits

® [ast writes
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Why Cassandra!

® Availability over consistency
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We live in an unreliable

~ay -/,-_:P"Al_ GORE WAS RIGHT.
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MURPHY’S
LAW

[F IT CAN GO WRONG,

| [T WILL!
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Tips, and Iricks
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Queues are your friend

® \otes
® Comments

® Thumbnail scraper

NETFLIX



Caching is a good way
to hide your failures
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Sometimes users notice
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Do you even need a
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Think of SSDs as cheap
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Going multi-zone or
multi-datacenter




Benefits of Amazon’s
Zones

® | oosely connected

NETFLIX



Going Multi-region

NETELIX




Leveraging Mutli-region

® |00% uptime is theoretically possible.

NETFLIX



Other options

NETFLIX




Cause chaos

amazon
webservices”
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The Monkey Theory

@ Simulate thin

TS

gs that go wrong

2 el ) 4 ¢ " LY i
YAl s g S iy % e Cifn T e e AL ST 1 | B A 4
> ; o N il g . ATiean : i % "

) Y S £ AR PR e L Ly R b T PN

NETFLIX



The simian army

® Chaos -- Kills random instances

® Latency -- Slows the network down

® Conformity -- Looks for outliers

o gl o AALA Al ‘i { ‘ Ny TR oo ar - <1 Y PlavYy \ ol :
PR It gh it o U T et ) 1 of 0 2 PN SARY o ‘ b T S T Wl e L4 .‘.»vf\ e T i L et R e S NAL P TV o DT T b T o S5y i el \ Ty S s TN Bhis A I Ta ¥
1 = N ‘1.';“".."-' g P STEN % & '“-‘ ¢ * e -"rl"".’. F240 LRt O o S IRy 1) Nl .“']"" % RalE by WO Tl L '11“ l‘]v-w':' s i LSy ‘glv Al il ,l 2t fre N Lo AR
' S R Fenad) e Pa R 3 oy o I . e i1 T wp e R YL . -t b Eonacr il 4 x dWCAgs: il - - n N "
e (e T e vgan s Ry LESSRAt e SE  C m \Fin il Ve @i | 7N W W Vel ] aVeoill aValaNld W_l 2 Val O N R R A R A T R
e N Y il W o s p , } o AR £ Q __-NJ L ): B e oS y..:i L3 il € N M 5 o | (! Y & v " red®

NETELIX



The Chaos Gorilla

NETELIX




Automate all the things!
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Automate all the things!

® Application startup

2.V

® Configuration

NETFLIX



Incident Reviews

Ask the key questions:
® VWhat went wrong!

® How could we have detected it sooner?

® How could we have prevented it?
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The Netflix way

® Everything is “built for three”

® Fully automated build tools to test and
make packages
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All systems choices
assume some part will
fail at some point.

NETFLIX




Best Practices
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Best Practices

® |solated Services

® Th ala ,

{

ree Balanced AZs
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Best Practices

® Don’t trust your dependencies

NETFLIX



Best Practices
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Best Practices
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War Stories
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April 2011 EBS outage




June 29th Outage

® Due to a severe storm, power went out in
one AZ

1 3 !::\ ﬂ I

o £ o \'C"' |
| SR A R SR LS

(Vrs B dd ..,..,,“,v v T, b

At % Riad At

NETELIX



October 29th Outage

® EBS degradation in one Zone

_ We C|IC| much better thIS tlme

» e R AN L :v; -

P — wed A i 'I. \ ’ e ey fj J' I‘,k‘
25,00 h et B R e N 2 o A ’* +

SRag ok A [ e e TS .-,';.; B .A-, S »}-.. e :--s_-’,!‘ t-;: -o‘-,,;._a_. .l.'_., .,,"'-: -,!‘,- ,', -.‘ZZ..-_" \_r : _.J. n_-::’f' .__.a.' ‘ ,.’,"1 " ‘.'.'.'__.:-,r .'.:'|_°,'._ '.',::,’.:,','-‘,"_-; e

NETELIX



Hurricane Sandy

The outage that never was




Just a quick reminder...

(Some of) Netflix is open source:

https://netflix.github.com/

NETELIX Netflix Open Source Center

Our Repositories

Astyanax
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A Netflix Original Production
f| ©2012 Netfiix, Inc. All rights reserved.



https://github.com/netflix
https://github.com/netflix

Another reminder...

reddit is also open source

NETFLIX


https://github.com/reddit
https://github.com/reddit

Netflix is hiring

http://jobs.netflix.com/jobs.html

NETFLIX


http://jobs.netflix.com/jobs.html
http://jobs.netflix.com/jobs.html
mailto:talent@netflix.com
mailto:talent@netflix.com

Questions!
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Getting in touch

Email: jedberg@gmail.com
Twitter: @jedber

VWeb: www.jedberg.net
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