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FREEDOM ON THE NET 2013

A GLOBAL ASSESSMENT OF INTERNET AND DIGITAL MEDIA

Internet traffic to and from Egypt on January 27 - 28. At
5:20 pm EST, traffic to and from Egypt across 80 Internet
providers around the world drops precipitously.

January 27 January 28
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Don't get distracted by Facebook!




-
‘ : . m

NOT AUTHENTICATED
NOT ENCRYPTED
AT REST




200MBx30x 8= 48 GB

Internet traffic to and from Egypt on January 27 - 28. At
5:20 pm EST, traffic to and from Egypt across 80 Internet
providers around the world drops precipitously.

January 27 January 28




Distributed ™ Permanent sater Faster




S > - S
B N A =
o > -

‘4 ' 4
= 1 \ \
F 8 .

o

N
-.", g“’./ _“, :.‘-:,‘.--‘ ‘W.,—l. : .,.'- }T_ A . ..'I .‘."’f Ty , . R ‘ ' ‘ ..' ¥ .A."‘ o W ~ > ‘\:. %

il
-



‘IPFS

a protocol to upgrade the web
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libp2p - a collection of peer-to-peer protocols

for finding peers, and connecting to them

for finding content, and transferring it

exchange BitTorrent Bitswap FTP HTTP

routing Gossip Chord | | Kad DHT MDNS Delegated 12P TOR

network CJDNS| | UDT | | uTP WebRTC | |QUIC| | TCP | |WebSockets 2P TOR




libp2p - a collection of peer-to-peer protocols

NAT

Content Routing Traversal

Peer Routing

Discovery

Transports
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used by dozens of co's/org’s
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WEB APPLICATION
HOSTING

Highly available and scalable web hosting can be complex and
expensive. Dense peak periods and wild swings in traffic patterns
result in low utilization of expensive hardware. Amazon Web
Services provides the reliable, scalable, secure, and high-
performance infrastructure required for web applications while
enabling an elastic, scale-out and scale-down infrastructure to
match IT costs in real time as customer traffic fluctuates.
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MERKLE LINK &/ “URI’

mmutaple

content addr /1pfs/QmW98pJlrcoF/Z6/foo/bar/baz.png



MERKLE LINK &/ “URI’

mmutaple

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png
fs:/1pts/QmW98pJrcokF/Z6/foo/bar/baz.png
1pfs:/1pfs/QmW98pJrcokF/Z6/foo/bar/baz.png



MAZIERES LINK &/
mutaoility

key name /1pns/QmYJPtosPTfoC/foo/bar/baz.png

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png
fs:/1pts/QmW98pJrcokF/Z6/foo/bar/baz.png
1pfs:/1pfs/QmW98pJrcokF/Z6/foo/bar/baz.png



numan readapility

/dns/example.com/foo/bar/baz.png

ans name /ipns/example.com/foo/bar/baz.png
key name /1pns/QmYJPtosPTfoC/foo/bar/baz.png

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png
fs:/1pfs/QmW98pJrcbFZ6/foo/bar/baz.png
1pfs:/1pfs/QmW98pJrcokF/Z6/foo/bar/baz.png
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2. structs in IPFS

- Merkle DAGs and Merkle Links

- IPLD: JSON + Merkle-Links

- IPRS: Records

- Mazieres Links for Good

- IPNS: Key Addressing

- DNS and other Human Friendly Names
- it Versioning with Commiits

- unixfs: representing POSIX files

@ IPFS
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A CERTIFIED DIGITAL SIGNATURE

Ralph C. Merkle
BNR Inc.,

Palo Alto, Ca.
94304

Abstract

A practical digital signature system based on a conven-
tional encryption function which is as secure as the conven-

tional encryption function is described. Since certified con-

ventional systems are available it can be implemented quickly,

without the several years delay required for certification of

an untested system.
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committer
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my commit message goes here
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; reguire ‘grit/index’
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module Grit
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Longest Proof-of-Work Chain
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/1pns/example.com/foo/bar/baz.png

'

/1pfs/QmW98pJlrcoF/Z6/foo/bar/baz.png
content path



/1pfs/QmW98pJlrcoF/Z6/foo/bar/baz.png
content path
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B baz . png

/1pfs/QmW98pJlrcoF/Z6/foo/bar/baz.png
content path
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content D
path
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path



MERKLE LINK &/ “URI’

mmutaple

content addr /1pfs/QmW98pJlrcoF/Z6/foo/bar/baz.png



MERKLE LINK &/ “URI’

mmutaple

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png
fs:/1pts/QmW98pJrcokF/Z6/foo/bar/baz.png
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2. structs in IPFS

- Merkle DAGs and Merkle Links

- IPLD: JSON + Merkle-Links

- IPRS: Records

- Mazieres Links for Good

- IPNS: Key Addressing

- DNS and other Human Friendly Names
- it Versioning with Commiits

- unixfs: representing POSIX files
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IPLD

3 COMMON hash-chain tormat

for distriouted data structures
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Jjbenet @ earth

3. |benet@lorien ~ (zsh)

. ~ > 1pfs add -r ~/demo/basic

OmajFHH1vh250b2cNbnnnEelUelgDLHX9ta7hsZ2XKX1vazb
QmZ7uhHuR3zctKYgiyEntay5xreRyEONtEETDQSnxvkEZR
OmTz30c4gdpRMKP2sdGUPZTAGRNgq]s199BPoztyP53 MM
QOmTz30c4gdpRMKP2sdGUPZTAGRNgqjs199BPoztyP53 MM
QOmYNmQKpo6SuaVrpgWRsPTgCQCnpxUYGg/76YEKBXuj2N4H6
QOmX1ebVUtfY11ZCpVmgyES5mDoN62SplLd8el Ppg5GGV1ABt
QOmYNmQKpoSuaVrpgWRsPTgCQCnpxUYGq76YEKBXuj2N4H6
OmNtpASTBNgHrKf3cLQ1A1UKX1E4ImUodbG5gXrajg8wdv
QmWNJ1pTSjbauDHpdyg5HQ26vYcNWnubglJehmwAEINNU9
QmbtJIUxwLnQlUF1E8xnjgcZsdGaDdztz7S6rg3rNYcGVOm
OmTagEY4ANYY8BWZkfSWM2xpyH71172z78Usz2QJRoDaaE8qg]
QmelLW1ZIPDelLMp7WC4gWTkYvQyAMQECwWSVsox3jWdvQpJ5
QmbtJUxwLnQ1UF1E8xnjgcZsdGaDdztz756rg3rNYcGVOm
OmRXg1sKImSS113UUTN9QgvhKoAAcyt7CgNbFFSpGamB9k
0mQjgMyaqgouThuGFkZQNNaJlpa7QawR4P2yRv/N1Y2ffsE
QmVu5LxhbDo866EmmFJF8zNNTdXvn35F javhREHr f xWGUA
QmTToTPSAn4y9KRxueN8zHtNye7cupdFstVP3ChJKizpJv

basic/cat. jpg
basic/foo. jpg
basic/test/bar
basic/test/baz/b
basic/test/baz/f
basic/test/baz
basic/test/foo
basic/test
basic/tree-in-cosmos. jpg
basic/vm/Makefile
basic/vm/disk.vdi
basic/vm/vbox
basic/vm/vm/Makefile
basic/vm/vm/disk.vdi
basic/vm/vm

basic/vm

basic



dbT4TWabgF3FLISZY sUpcaeMILZave TiFCBKmdw)j TQ

cat.jpg

foo.jpg

tree-1n-cosmos.|pe

test

yim

QmajFHHivh25Qb2cNbannEeUe | gDLHX St Ths2X KX I varb

QST NSHESGpeaKrwébav L ek BreUxWnlaVdgivjaNr3

QmZTehHuRI2ctKY givEntay SxreRyEINUERTDOS S nx vk E2R

QmWN] [ pTS jhauDHpdyg SHOZ6v Y cNWnubg L JehmwAEINRUS

QmNIpASTENGHK 31O AUK XiEI mUodbGS s XrajgSwev

Qs Zyne SUIMOVRBY G N Y 2 X SSEU torsxk 2X kM UBbaGMrr

QrePHPs | P3JaWis3g5qqiNauPhiTga3S | mbsrc VPHKGNWRh

QmOORY | syugoSSobhwlFApHBEegBE NnzYUSgZGARKY 2

OmPCecUTND2 1 VDetpShEVsN2KEMIUsZCCVsEUBSRERRSR

bar
baz . OmTz3cotpdpRMKP2dGUPZTA
QY NmOKpbSuaVrpg WRsPT2CO!
QreebiSSFRArSVE8L 120G | whf]
Makefile QmbUUxwloQ! UF 1 ESxnjpcZséGaDéntz T86cg3rN YeGVom
disk.vdi
vbox QrTagEYANY Y SWZKESWM2xpyH7117278Us22QIR Dk g) QmRk | rdulvaSDIEY AaLobS22x

QmelLWIZIPDeLMpTWCLWTK Y vy AMOQECw SVsax3jWev(pl 5
QOmNZ1FofFlgiaPi 1 SSwiisNj VU



3. |benet@lorien ~ (zsh)

Jbenet @ earth : ~ > 1pfs object get --enc=json QMTToTPSAn4y9KRxueN8zHtNye7cupdFstVP3ChJ
i
"Links": [
{
"Name": "cat.jpg",
"Hash": "QmajFHH1vh25Q0b2cNbnnnEelelgDLHX9ta7hsZ2XKX1vazb",
"S1ze": 139795

5,

{
"Name": "foo.jpg",
"Hash": "QmZ7uhHuR3zctKYgiyEntay5xreRyEONtESTDQSnxvkEZR",
"S1ze": 1048832

|

{
"Name": "test",
"Hash": "QmNtpASTBNgHrKf3cLQ1A1UKX1E4ImUodbG5gXrajgdwdv",
"S1ze": 277

3

{

"Name": "tree-in-cosmos.jpg",

o ] [ ] g § N N W - 7 R ER AT '] VB | ] A p=— N B B 'R W - A ]



3. benet@lorien ~ (zsh)

jbenet @ earth : ~ > 1pfs object get --enc=protobuf QmTToTPSAn4y9KRxueN8zHtNye7cupdFstVP
1

" g,EfZ;zzAHIFSCat-jpgl
", JU>ttXA0)P>LHNfoo. Jpg@-
"=D Y;I

~_[ }test<
" weo’J
C<H83Ctree-1n-cosmos. jpg4-

" pP?ALuzGI|Jbvm



OSpccs/ipld.md at ipld-sp

-

] GitHub, Inc. [US]| https://github.com/ipfs/specs/blob/ipld-spec/merkledag/ipld.md#linking-between-nodes

O This repository Pull requests Issues Gist

ipfs / specs ® Unwatch~ 29 % Unstar 111

ipld-spec -~ specs / merkledag / ipld.md

™y

jbenet link to paths issue

1 contributor

465 lines (362 sloc) 15.7 KB Raw Blame  History S

IPLD -- the "thin-waist" merkle dag format.

There are a variety of systems that use merkle-tree and hash-chain inspired datastructures (e.qg. git, bittorrent, ipfs,
tahoe-lafs, sfsro). IPLD defines:

merkle-links: the core unit of a merkle-graph

merkle-dag: any graphs whose edges are merkle-links.

merkle-paths: unix-style paths for traversing merkle-dags with _named merkle-links**
IPLD Data Model: a flexible, JSON-based data model for representing merkle-dags.

IPLD Serialized Formats: a set of formats in which IPLD objects can be represented, for example JSON, CBOR,
CSON, YAML, Protobuf, XML, RDF, etc.

IPLD Canonical Format: a deterministic description on a serialized format that ensures the same /ogical object is

always serialized to the exact same sequence of bits. This is critical for merkle-linking, and all cryptographic
applications.

In short: JSON documents with named merkle-links that can be traversed.




IPLD

- merkle-links secure, Immutanle

- merkle-paths /ipfs/Qmabc. . . xyz/foo/bar.jpg

- universal nestable URIs

- serialization JSON, PB, XML, RLP

- canonical hashing safe




JSON

{

"username": "@VannevarBush',
"followers": [
"@FredTerman",

"@ClaudeShannon™ ,
"@DougEngelbart"”,



JSON

—> |PLD

1 1
"username”: "@VannevarBush", "username"”: "/1pfs/QmWxCC8BrWSUJRZ2AJQZu7TE
"followers": [ "followers": [
"@FredTerman", "/1pfs/QmP8AMEKHHMnaBaQsEJVGs7ZbBSQAXhPn
"@ClaudeShannon”, "/1pfs/QmVDGZWUgodbeprgwcmppoaBXxSainGHe
"@DougEngelbart”, "/1pfs/QmfVQwij2cyhrKQV1BY1lyZ2nAcQcji1KEkvVE
| ]



JSON

—> |PLD

1 1
"user": "14321431543254", "user": "/1pfs/QmWxCCEBrWSUJRZAJQZu/7TEn1Ac
"followers": [ "followers": [
"76547653654363", "/1pfs/QmPE8AMEKHHMNnaBaQsEJVGs7ZbBSQAxXhPr
"85876587647564" , "/1pfs/QmVDGZWUgodbeprgwcmppoaBXxSainGHe
"534764587598560", "/1pfs/QmfVQwj2cyhrKQV1BY1lyZ2nAcQcj1KEkVE
] ]



YML

IPLD

_—

username: @VannevarBush username: /1pfs/QmWxCCE8BrWSUJRZ2AJQZu/TEni1Aac
followers: followers:
- @FredTerman - /1pfs/QmP8AMEKHHMnaBaQsEJVGs7ZbBSQAXhPNC
- @ClaudeShannon - /1pfs/QmVDGZWUgo4beprgwcmppoaBXxSainGHdt
- @DougEngelbart - /1pfs/QmfVQwj2cyhrKQV1BY1lyZ2nAcQcjiKEKVEY




Representing Objects

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > 1pld cat —-fmt json QmWxCCEBrWSUJRZAJQZu/TEniAabZinkDLB6zZNwWBdAWTZkL
i

"username": "@VannevarBush"
"name" : "Vannevar Bush"

¥



Representing Objects

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > 1pld cat —-fmt json QmWxCCEBrWSUJRZAJQZu/TEniAabZinkDLB6zZNwWBdAWTZkL

i
"username”: "@annevarBush"
"name": "Vannevar Bush”
5
jbenet @ earth : ~ > 1pld cat —-fmt json QmZglLhjZiFsp7gz1BQ50BalLY6JegUuKbHyVQY6jFK36KBW
i
"user": {"mlink": "/1pfs/QmWxCCEBrWSUJRZAJQZu7TEn1Aa6Z1inkDLB6ZNWBAWTZkL"},
"followers": [
{"mLink": "/1pfs/QmP8AMEKHHMnaBaQsEJVGs7ZbBSQAxhPn9zP2jHQyoUek"},
{"mlLink": "/1pfs/QmVDGZWUgo4beprgwcmppoaBXxSainGHdtBfhcXXgHUV5Y"},
{"mLink": "/1pfs/QmfVQwj2cyhrkKQV1BY1lyZ2nAcQcji1KEkvEYIDGWWFUHcHaQ" },
]

¥



Verkle Path [raversals

- 3. |benet@lorien ~ (zsh)
jbenet @ earth : ~ > 1pld cat —-fmt json QmZglLhjZiFsp7gz1BQ50BalLY6JegUuKbHyVQY6jFK36KBW
{

"user”: {"mlink": "/1pfs/QmWxCC8BrWSUJRZAJQZu/TEn1Aa6ZinkDLBOZNWBAWTZKL"},
"followers": [
{"mlink": "/ipfs/QmP8AmEKHHMnaBaQsEJVGs7ZbBSQAxhPn9zP2jHQy6Uekj"},
{"mlink™: "/1pfs/QmVDGZWUgo4beprgwcmppoaBXxSainGHdtBfhcXXgHUV5Y "},
{"mlink": "/1pfs/QmfVQwj2cyhrkKQV1BY1lyZ2nAcQcji1KEkvEYIDGWWFUHcHaQ" },

]
3
jbenet @ earth : ~ > ipld cat —-fmt json \
OmZglLhjZ1Fsp7gz1BQ50BalLYeJegUuKbHyVQYojFK36KBW/followers
[

{"mlink": "/ipfs/QmP8AMEKHHMNaBaQsEJVGs7ZbBSQAxhPn9zP2jHQy6Uekj"},
{"mlink": "/1pfs/QmVDGZWUgo4beprgwcmppoaBXxSainGHdtBfhcXXgHUV5Y"},
1"'mlink": "/1pfs/QmfVQwj2cyhrKQV1BY1lyZ2nAcQcj1KEkvEYIDGWWFUHCHaQ" },




Verkle Path [raversals

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > ipld cat —-fmt json \
QmZglLhjZiFsp7gz1BQ50BalLY6JegUukKbHyVQY6jFK36KBW/followers

ink": "/1pfs/QmP8AMEKHHMNnaBaQsEJVGs7ZbBSQAXxhPn9zP2jHQy6Uek3j "},

{"m
{"mlLink": "/1pfs/QmVDGZWUgo4beprgwcmppoaBXxSainGHdtBfhcXXgHUV5Y"},
{"m

Link": "/1pfs/QmfVQwj2cyhrKQV1BY1ly2nAcQcji1KEkVEYIDGWWFUHcHaQ"},

]
jbenet @ earth : ~ > ipld cat —-fmt json \
OmZglLhjZ1Fsp7gz1BQ50BalLY6JegUuKbHyVQY6jFK36KBW/followers/0
{
"username': "@FredTerman"”
"name": "Fred Terman"

¥



LINK Properties

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > ipld cat —-fmt json $dir

i

"foo": {
"mlink": "/1pfs/QmP8AmMEKHHMnaBaQsEJVGs7ZbBSQAXxhPn9zP23HQyoUekj"
"mode": "0@7/55",
"owner": "jbenet”

5

"cat.jpg": {
"mlink": "/1pfs/QmVDGZWUgo4beprgwcmppoaBXxSainGHdtBfhcXXgHUV5Y"
"mode”: "00644",
"owner": "jbenet”

5

"doge.jpg": 1{
"mLink": "/1pfs/QmfVQwj2cyhrKQV1BY1lyZ2nAcQcjiKEkvEYIDGWWFUHcHaQ",
"mode”: "00644",
"owner": "jbenet”

¥

¥



file systems - dir

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > ipld cat —-fmt json $dir

i

"foo": {
"mlink": "/1pfs/QmP8AmMEKHHMnaBaQsEJVGs7ZbBSQAXxhPn9zP23HQyoUekj"
"mode": "0@7/55",
"owner": "jbenet”

5

"cat.jpg": {
"mlink": "/1pfs/QmVDGZWUgo4beprgwcmppoaBXxSainGHdtBfhcXXgHUV5Y"
"mode”: "00644",
"owner": "jbenet”

5

"doge.jpg": 1{
"mLink": "/1pfs/QmfVQwj2cyhrKQV1BY1lyZ2nAcQcjiKEkvEYIDGWWFUHcHaQ",
"mode”: "00644",
"owner": "jbenet”

¥

¥



versioning data structures - git

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > ipld cat —-fmt yml $gitcommit
tree: {mlink: e4647147e940e2fabl34e7f3d8a40c2022cb36f3}
parents:
- {mlink: /1pfs/QmPE8AmMEKHHMnaBaQsEJVGs7ZbBSQAxhPn9zP2jHQy6Uek 7}
- {mlink: /1pfs/QmfVQwj2cyhrKQV1BY1lyZ2nAcQcji1KEkvEYJDGWWFUHcHaQ}
author:
mlink: /1pfs/QmVoXUXmES4ujTdJ9CQAs8D3jMaglenjtBn2towYHmKxYa
name: Juan Batiz-Benet
email: juan@benet.ai
time: "1435398707 -0700"
committer:
mlink: /1pfs/QmVoXUXmES4ujTdJ9CQAs8D3jMaglenjtBn2towYHmKxYa
name: Juan Batiz-Benet

email: juan@benet.ai

time: "1435398707 -0700"
message: "Merge pull request #7 from ipld\n\n(WIP) records + merkledag specs”






WEBAPP DATA

user: @juanbenet
name: Juan Benet

user: @daviddias
name: David Dias

user: @timbl
name: Tim Berners-Lee

@juanbenet follows

@juanbenet
fol Lows

@daviddias

@juanbenet
follows

@timbl



AUTHENTICATED
WEBAPP DATA

user: @juanbenet
name: Juan Benet

user: @daviddias
name: David Dias

user: @timbl
name: Tim Berners-Lee

sighed by @juanbenet
@juanbenet follows

@juanbenet
fol Llows

@daviddias

@juanbenet
follows

@timbl




LEGAL RECORDS

Signed Contract

sighed by “Joe”

sighed by “Bill”







2. structs in IPFS

- Merkle DAGs and Merkle Links

- IPLD: JSON + Merkle-Links

- IPRS: Records

- Mazieres Links for Good

- IPNS: Key Addressing

- DNS and other Human Friendly Names
- it Versioning with Commiits

- unixfs: representing POSIX files

@ IPFS



DNS
S used for all
sorts of things

AAAA

AAAA

disabled-dev0.4.0

disabled-dev0.4.0

nsl.digitalocean.com.

ns2.digitalocean.com.

104.236.176.52

104.236.179.241

fc98:424c:b433:d7e27ec

fce3:c¢53b:c3c5:2f54:8bb!

aspmx.l.google.com.

altl.aspmx.l.google.com.

dnslink=/ipfs/QmTgNJEg(

dnslink=/ipfs/QmcQBvKTI



DNS _ 104.236.176.52
_ disabled-dev0.4.0 104.236.179.241
disabled-dev0.4.0 fc98:424c:b433:d7e2:7ec

sorts of things h
“ 1 aspmx.l.google.com.

type : A “ 5 altl.aspmx.l.google.com.

sub: subdomain

value: 104.236.176.52 .

TXT a dnslink=/ipfs/QmTgNJEg(

TTL: 180s

h dnslink=/ipfs/QmcQBvKTI

nsi.digitalocean.com.

ns2.digitalocean.com.




IPRS
S used for al
sorts of things

value: QmWI8pJrcoFZo6
validity:

key : QmYJPtosPTfoC
S19: Qme8K1jxR7GPG




IPRS Records
S used for all are |ust IPLD objects
sorts of things that link to other objects

value:
validity:
key : QmYJPtosPTfoC

S19: Qme8K1jxR7GPG




IPRS Records
S used for all are |ust IPLD objects
sorts of things that link to other objects

value
value: QmWI8pJrcoFZo6
validity:
QmYJPtosPTfoC

key :
S19: Qme8K1jxR7GPG

public key
used to sign



IPRS Records
S used for all are |ust IPLD objects
sorts of things that link to other objects

IPRS Validity

- App-specific value

- [Imestamps + | L

- Cryptographic Freshness
- Ancestry (hash chain)




2. structs in IPFS
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MAZIERES LINK &/
mutaoility

key name /1pns/QmYJPtosPTfoC/foo/bar/baz.png

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png
fs:/1pts/QmW98pJrcokF/Z6/foo/bar/baz.png
1pfs:/1pfs/QmW98pJrcokF/Z6/foo/bar/baz.png



Escaping the Evils of Centralized Control
with self-certifying pathnames

David Mazieres and M. Frans Kaashoek
dm@lcecs.mit.edu.kaashoekfles.mit.edu
MIT Laboratory for Computer Science

545 Technology Square, Cambridge MA 02139

Abstract

People have long trusted central authorities to coordinate secure collaboration on local-area
networks. Unfortunately, the Internet doesn’t provide the kind of administrative structures individ-

ual organizations do. As such, users risk painful consequences if global, distributed systems rely
on central authorities for security. Fortunately, security need not come at the price of centralized
control. To prove it, we present SFS, a secure, global, decentralized file system permitting easy
cross-administrative realm collaboration. With a simple idea, self-certifving pathnames, SFS lets
users escape the evils of centralized control.



/1pns/QmYJPtosPTfoC/foo/bar/baz.png

/1pfs/QmW98pJrcoFZ6/foo/bar/baz.png

QmYJPtosPTfoC QmWO8pJrcoFZ6



/1pns/QmYJPtosPTfoC/foo/bar/baz.png

/1pfs/QmW98pJrcoFZ6/foo/bar/baz.png

QMW98pJrc6FZ6

QmYJPtosPTfoC QmWO8pJrcoFZ6



/1pns/QmYJPtosPTfoC/foo/bar/baz.png

/1pfs/QmW98pJrcoFZ6/foo/bar/baz.png

QMW98pJrc6FZ6

signed by
QmYJPtosPTfoC

QmYJPtosPTfoC QmWO8pJrcoFZ6



/1pns/QmYJPtosPTfoC/foo/bar/baz.png

/1pfs/QmW98pJrcoFZ6/foo/bar/baz.png

QMW98pJrc6FZ6

signed by
QmYJPtosPTfoC

QmYJPtosPTFoC > QmW98pJrc6FZ6



numan readapility

/eth/jbenet/foo/bar/baz.png

eth name /ipns/ibenet.eth/foo/bar/baz.png
key name /1pns/QmYJPtosPTfoC/foo/bar/baz.png

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png
fs:/1pfs/QmW98pJrcbFZ6/foo/bar/baz.png
1pfs:/1pfs/QmW98pJrcokF/Z6/foo/bar/baz.png
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/1pns/QmYJPtosPTfoC/foo/bar/baz.png

/1pfs/QmW98pJrcoFZ6/foo/bar/baz.png

QMW98pJrc6FZ6

signed by
QmYJPtosPTfoC

QmYJPtosPTFoC > QmW98pJrc6FZ6



/1pns/QmYJPtosPTfoC/foo/bar/baz.png

/1pfs/QmW98pJlrcoF/Z6/foo/bar/baz.png

public secr'et
key

value: QmWI8pJrcoFZ6
key : QmYJPtosPTfoC

validity:
s1g: Ome8K1jxR7GPG

QmYJPtosPTfoc IPRS Record > QmW98pJrc6FZ6




2. structs in IPFS

- Merkle DAGs and Merkle Links

- IPLD: JSON + Merkle-Links

- IPRS: Records

- Mazieres Links for Good

- IPNS: Key Addressing

- DNS and other Human Friendly Names
- it Versioning with Commiits
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numan readapility

/dns/example.com/foo/bar/baz.png

ans name /ipns/example.com/foo/bar/baz.png
key name /1pns/QmYJPtosPTfoC/foo/bar/baz.png

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png
fs:/1pfs/QmW98pJrcbFZ6/foo/bar/baz.png
1pfs:/1pfs/QmW98pJrcokF/Z6/foo/bar/baz.png



DNS Links

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > dig TXT 1ipfs.1io0

; <<>> D1G 9.8.3-P1 <<>> TXT 1ipfs.1io

;3 global options: +cmd

;3 Got answer:

;3 —>>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 37227

;3 flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: 0

;3 QUESTION SECTION:
;1pfs.1o0. INTXT

;5 ANSWER SECTION:
1pfs.1o0. 120 INTXT "dnslink=/1pfs/QmTgNJEgQaCgqRhtIKSXNyZsCp2xpHZmBRms28NRMmtcERp"

;5 Query time: 169 msec

;3 SERVER: 209.244.0.3#53(209.244.0.3)
;3 WHEN: Tue Nov 17 16:44:28 2015

;3 MSG SIZE rcvd: 98



DNS Links

3. benet@lorien ~ (zsh)

jbenet @ earth : ~ > dig TXT 1ipfs.1io0

1pfs.1io. 120 INTXT "dnslink=/1pfs/QmTgNJEgQaCgRht9KSXNyZsCpZ2xpHZmBRmsZ28NRMmtcERp"™



DNS Links

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > dig TXT 1ipfs.1io0

1pfs.1o0. 120 INTXT "dnslink=/1pfs/QmTgNJEgQaCgRht9KSXNyZsCp2xpHZmBRms28NRMmtcERp"



DNS Links

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > dig TXT 1ipfs.1io0

1pfs.1o0. 120 INTXT "dnslink=/1pfs/QmTgNJEgQaCgRhtI9KSXNyZsCp2xpHZmBRmsZ28NRMmtcERp"

/dns/1pfs.10/foo/bar/baz.png

dns name /1ipns/ipfs.10/foo/bar/baz.png

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png



DNS Links

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > dig TXT 1ipfs.1io0

1pfs.1o0. 120 INTXT "dnslink=/1pfs/QmTgNJEgQaCgRhtI9KSXNyZsCp2xpHZmBRmsZ28NRMmtcERp"
/dns/1pfs.10/foo/bar/baz.pn

dns name P Phg 00s-5m

/1ipns/1pfs.10/foo/bar/baz.png

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png 00



DNS Links

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > dig TXT 1ipfs.1io0

1pfs.1o0. 120 INTXT "dnslink=/1pns/QmYJPtosPTfoCht9KSXNyZsCpZ2xpHZmBRms28NRMmtcERp"
/dns/1pfs.10/foo/bar/baz.pn

dns name P PhY 00s-5m

/1ipns/1pfs.10/foo/bar/baz.png

!

key name /1ipns/QmYJPtosPTfoC/foo/bar/baz.png

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png 00



DNS Links

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > dig TXT 1ipfs.1io0

1pfs.1o0. 120 INTXT "dnslink=/1pns/QmYJPtosPTfoCht9KSXNyZsCpZ2xpHZmBRms28NRMmtcERp"
/dns/1pfs.10/foo/bar/baz.pn

dns name P PhY 00s-5m

/1ipns/1pfs.10/foo/bar/baz.png

!

key name /ipns/QmYJPtosPTfo(C/foo/bar/baz.png 1ms-1s

content addr /1pfs/QmW98pJrcoFZ6/foo/bar/baz.png 00



2. structs in IPFS

- Merkle DAGs and Merkle Links

- IPLD: JSON + Merkle-Links

- IPRS: Records

- Mazieres Links for Good

- IPNS: Key Addressing

- DNS and other Human Friendly Names
- Git Versioning with Commits

- unixfs: representing POSIX files

@ IPFS



versioning data structures - git

e8455..

== LICENSE:

(The MIT License)

Copyright (c) 2227 Tom Preston-

Permissicn is hereby graonted,
ree of charge, tc any person ob

. reguire "grit/index’
mylib.rb reguire "grit/status’

module Grit
class << self

attr_accesscr :debug

b70£8..
Oadla..

|II!:E’IH|!%HH!H!IIHHH!HHHHIIHHII

require 'grit/git-ruby/reposi

require 'grit/git-ruby/file_1

module Grit
module Tricks




versioning data structures - git

3. |benet@lorien ~ (zsh)

jbenet @ earth : ~ > ipld cat —-fmt yml $gitcommit
tree: {mlink: e4647147e940e2fabl34e7f3d8a40c2022cb36f3}
parents:
- {mlink: /1pfs/QmPE8AmMEKHHMnaBaQsEJVGs7ZbBSQAxhPn9zP2jHQy6Uek 7}
- {mlink: /1pfs/QmfVQwj2cyhrKQV1BY1lyZ2nAcQcji1KEkvEYJDGWWFUHcHaQ}
author:
mlink: /1pfs/QmVoXUXmES4ujTdJ9CQAs8D3jMaglenjtBn2towYHmKxYa
name: Juan Batiz-Benet
email: juan@benet.ai
time: "1435398707 -0700"
committer:
mlink: /1pfs/QmVoXUXmES4ujTdJ9CQAs8D3jMaglenjtBn2towYHmKxYa
name: Juan Batiz-Benet

email: juan@benet.ai

time: "1435398707 -0700"
message: "Merge pull request #7 from ipld\n\n(WIP) records + merkledag specs”



2. structs in IPFS

- Merkle DAGs and Merkle Links

- IPLD: JSON + Merkle-Links

- IPRS: Records

- Mazieres Links for Good

- IPNS: Key Addressing

- DNS and other Human Friendly Names
- it Versioning with Commiits

- unixfs: representing POSIX files

@ IPFS



UNixts: representing POSIX files

e8455..

== LICENSE:

(The MIT License)

Copyright (c) 2227 Tom Preston-

Permissicn is hereby graonted,
ree of charge, tc any person ob

. reguire "grit/index’
mylib.rb reguire "grit/status’

module Grit
class << self

attr_accesscr :debug

b70£8..
Oadla..

|II!:E’IH|!%HH!H!IIHHH!HHHHIIHHII

require 'grit/git-ruby/reposi

require 'grit/git-ruby/file_1

module Grit
module Tricks




UNIXts: representing POSIX files

files are dag nodes

=1(CH

lles may

split Into mar

unixfs as a dag

oS

directories are
also dag nodes

which link
to others



UNixts: representing POSIX files
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UNixts: representing POSIX files
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3. structs on IPFS

- unixfs: Files as you know them

- commit: Git style versioning

- CRDTs: sane mutable data

- keychain: PKl and crypto artifacts
- persona: identity management

- post: sane communication

- html: hey! wepbsites!

- boards: forums, reddit, 4chan

- starship: containers at hyperspeeo
- blockchains: interconnected




3. structs on IPFS

- unixfs: Files as you know them

- commit: Git style versioning

- CRDTs: sane mutable data

- keychain: PKl and crypto artifacts
- persona: identity management

- post: sane communication

- html: hey! wepbsites!
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Figure 8: LWW-Set (state-based). Payload is a pair (set, timestamp)
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Keychalin - cryptographic artifacts as IPFS objects
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