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LET'S GET OUR HANDS DIRTY
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HACKING
THE

MIND

A look inside how and why
social engineering works.
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WE ARE PROFESSIONAL LIARS



*NOT ACTUALLY A BAD PERSON

WE ARE PROFESSIONAL LIARS



PEOPLE ARE VULNERABLE

A
A
A

ND WE ARE LAZY,
ND WE WANT T0 BE HELPFUL.
ND WE WANT TO BE NOTICED.




LET ME TELL YOU A



MOVIE WACKING...
\F T CAN TUST OVERCLOCK THE UNIX
DIANGO, T CAN BASIC THE DDOS
ROOT. DAMN. NO DICE. BUT WAIT., ¢ I
DISENCRYPT THEWR KILOBYTES WITH A
RRCKDOOR HANDISHAKE
THEN... JACKPIT.

REAL HACKING...
H\, THIS \s RoBeRT W\ BB/ UOW CAN T
WACLKERZMBN, T'™M THE HELP NOU TODAY?
COUNTY PRSSWORD '
\NSPECTOR..




THE ooUE WE FAGE IN INFOSEC.



PATCHING BUGS | = PATCHING HUMANS



WE ARE THE -AND THE
REASONFOR ALL SEGURITY [5SUES.



THERE [5 NO PATCH FOR

| A CRYPTO NERD'S
IMASINATION &

HIS LAFTOPS ENCRYPTED.
LETS BUILD A MILLION-DOLLAR,
Em_*:rsn. To CRACK \T.

NO GooD! ITS
oG -BIT RE‘-N

EﬂPﬁT*DUE:

EVIL PLAN
15 FOILED! H‘%@%t

WHAT WoU
ACToALY Lpeen: ——

H'S LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE TELIS S THE. PASSWORD.

GGT IT.
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TEGHNICAL SYSTEMS ARE:
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- SHAME AND BLAME
- MAKE THEM FEEL BAD FOR THEIR BERAVIOR.
- ARE
AND WERE NOT DOING ANYTHING TOEFFECTIVELY CHANGE THS
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WE AVOID TESTING BECAUSE [T MAKES US
FEEL



AND WE DON'T LIKE TO FEEL



POYCHOLOGY + TECHNOLOGY =




WE FALL VIGTIM TO BASIC
ANU NEEDS



CIALDINI 6



STAT| INV__DATA MAP RADIO i) \
'———-JSTATUS e
)
AUTHORITY \
—
|—
3
= 3]
WP 90/90 LEVEL 1 C = AP T0/70 J ;-
e —— —————— ' .

/'/

- i

= 4[ @) PERK CHART |

__— N PCNER
# l' — ps - et
1o " |} 4 \




STAT| INV__DATA MAP RADIO i) \
'——__JSTATUS o
)
AUTHORITY \
Lo—
LIKING
|— “ |
3
= 3] =3
WP 90/90 LEVEL 1 C - AP T0/10 J s
e —— —————— .
= oo ' o /
= | (@) PERK CHART |

__— N PCNER
# l' — ps - et
1o " |} 4 \




STAT| INV__DATA MAP RADIO i) \
'———-JSTATUS e
)
AUTHORITY \
—
LIKING
|— |
i
SOCIAL PROOF :
= 3] E——3
WP 90/90 LEVEL 1 C - AP T0/10 J s
e —— —————— ' .

/'/

- i - i -

= 4[ @) PERK CHART |

__— N PCNER
# l' — ps - et
1o " |} 4 \




STAT| INV__DATA MAP  RADIO 5w \

—sTATUS e o
\
AUTHORITY \
v )

LIKING

Q i

!
SOCIAL PROOF :

— E ]

"

COMMITMENT AND CONSISTENCY

WP 90/90 LEVEL1 C =3 .MJ

— v / ' PCWER
4 » J— - = e
r | P r




STAT| INV__DATA MAP  RADIO 5w \
—sTATUS . 9
'\
AUTHORITY \
v )
LIKING
Q i
!
RECIPROCITY SOCIAL PROOF :
= _—3) E -4

"

COMMITMENT AND CONSISTENCY

WP 90/90 LEVEL1 C =3 .MJ

- Sv— N
i “ = - R -
r | P r




STAT| INV__DATA MAP  RADIO 5w \
—sTATUS . 9
'\
AUTHORITY \
v )
SCARCITY LIKING
“ |—
!
RECIPROCITY SOCIAL PROOF :
= _—3) E -4

"

COMMITMENT AND CONSISTENCY

WP 90/90 LEVEL1 C =3 .MJ

- Sv— N
i “ = - R -
r | P r




LET ME TELL YOU ANUTHER



SPasswordl



LET ME SHOW YOU HOW.



INFORMATION GATHERING

) 4

DEVELOPING A RELATIONSHIP

) 4

EXPLOITATION

v

EXEGUTION



LE 1S FOCUS ON YOU.



DEVELOPERS = GUUL



b

HAGKERS/SUGIAL ENGINEERS = /1117









WHAT ARE WE I



WE NEED T0 BEING



WHAT ARE WE DOING I



WHO IS TARGETED?
il
|
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EVERYONE

o of enterprises have o of IT and security o success rate with social
been victims of social professionals are aware of the engineering phone calls
o engineering attacks. o risks of social engineering. o to businesses.



ALMOST EVERY THING,



WE WATCH VIDEOS



WE WATCH VIDEOS
WE DO £-LEARNING MODULES




WE WATCH VIDEOS
WE DO £-LEARNING MODULES
WE TICK BUXES




WE WATCH VIDEOS
WE DO £-LEARNING MODULES
WE [ICK BOUXES

WE MAKE POSTERS




WE

WE DO £-LEARNING MODULES
WE [ICK BOUXES

WE MAKE POSTERS

WE BECOME PGIDSS GOMPLAINT






NO.



SOPHISTICATED ATTACKS
VS
SUGIAL ENGINEERING



THE FIX?



THE FIX?



ot OBJECTIVE



ot DESTRUCTIVE



5t PARANOID



DON'T SHAME AND BLAME



AND.HAVE FUN



VIDED
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TL;DR: RENEW YOUR PROCESSES

N’




|/

QUESTIONS 2=t

SPECIAL THANKS: @ E;m g’ mE
4 T
CHRISTINA CAMILLERI s

@OXKITTY







