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My Netflix is down.... | hadnt planned on actually having to talk

to anyone tomight....

4:19 PM - 3 Fab 2015
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my netflix isnt working, is this what it feels like to
have your heart shatter into little tiny pieces
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Chaos Monkey
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Service
Availability



Anatomy of a
Failure






AP Movie CDN
Info Selection
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Fallback
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Request Level
Failure Injection



Request Level
Failure Injection

AP Movie CDN
Info Selection
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Popular on Netflix
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Is API resilient to failure of
Personalization?

Gateway gme APl == Persona-
lization




Failure Scope

Customer

App

Region us-east-1 3

Scenario

Scenario Personalization Client %
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Failure Scope
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PP | Gateway TN ,p B Persona-
lization

TRandome select 10% of requests to
participate in experiment
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if (shouldFail == true)
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if (shouldFail == true)



Popular on Netflix
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Even More

all - Availability
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Chaos Engineering is the discipline of
experimenting on a distributed
system in order to build confidence in
the system’s capability to withstand
turbulent conditions in production.



Stream Starts Per Second (SPS)




http://principlesofchaos.org

Build a Hypothesis around Steady
State Behavior

Vary Real-world Events

Run Experiments in Production
Automate Experiments to Run
Continuously



Stream Starts Per Second (SPS)
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ChAP



Goal:
Chaos All The Things
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lization
& API Control %
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API Resilience to Personalization Failure

General

Test Case Name

Fit Scenario

Duration

Impact

Service To Clone

Account

Region

App

Traffic Impacted

Reporting

Metrics

AP| Resilience to Personalization Failure

Personalization Client

Minutes

¥ Failure Latency

prod

us-east-1

1.00%

\LMM CPU Utilization
WW Stream Starts Per Second

json




API Resilience to Personalization Failure ison | save || o m

General
Test Case Name API Resilience to Personalization Failure =]
Fit Scenario Personalization Client =

Duration 30 Minutes

Impact ¥/ Failure [ Latency

Service To Clone

TS

Account prod

4»

Region us-east-1

App API



API Resilience to Personalization Failure ison | save || o m
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Duration 30 Minutes

Impact # Failure Latency
Service To Clone
Account prod -1
Region us-east-1 -
App API
Traffic Impacted . 1.00%
Reporting
Metrics Atlas url Add

W\,M\f‘\ CPU Utilization x

mf'VN\ﬂ‘\ M, Stream Starts Per Second X
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200~ Persona-

A
API Control
API Exp

Select 1% of requests for control
Select 1% of requests for experiment
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API| Control
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if(shouldRoute == true)
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Stream Starts Per Second (SPS)

PROD:US-EAST-1 2% W lvy & a8 Log




Fallback Metrics

PROD:US-EAST-1 PROD:US-EAST-1 = [ l# & 28 Log

C :}Uﬂ‘t‘ countFallbackSuccess
: 6.0
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===
14: 40




Fallback Metrics

PROD:US-EAST-1 > & [l |¥ & Z= Log

countFallbackSuccess

-!if
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Fallback Metrics

countFallbackSuccess
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14: 30 14: 40




CPU Utilization

PROD:US-EAST-1 2 % W ¥ & =R Log




Future Work on ChAP



Automated Canary Analysis

CANARY ANALYSIS About  Help

Canary Score: 61%
Metric Analysis

Group Name metrics

Fallbacks 2

SPS 1

CPU Utilization 1

Latency 5]




Detect divergence and stop early



Integrate with continuous delivery system



Clone multiple services to run an
experiment
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http://principlesofchaos.org
http://chaos.community



Questions?



