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# A distributed system is
one 1n which the failure
of a computer you didn't
even know existed can
render your own computer
unusable.

-—Leslie Lamport
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DECOMPOSING THE MONOLITH
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# Distributed
systems are

different because
they fail often.

-—Jeff Hodges

Notes on Distributed Systems for Younqg Bloods



https://www.somethingsimilar.com/2013/01/14/notes-on-distributed-systems-for-young-bloods/

CHAPTER 1: THE WEIRD DATA IN THE CATALOG
 Metadata impacts on availability

CHAPTER 2: THE VANISHING OF CRITICAL SERVICES
» Crashing services and cascading failures

CHAPTER 3: THE THROTTLE
« Latency spikes and the impact of fallbacks
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Whoops, something went wrong...

Netflix Streaming Error
We’re having trouble playing this title right now. Please try again later or select a different title.
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ﬁ holly trabel £¥ 2 Follow
hollyberryfleur
So it was wide spread #netflixdown

Janet Montgomery @jayrmonty

Netflix just went down when | have one more episode of Stranger Things. I'm filled
with real sadness....

2:50 PM

¥ Ind ana, USA




45 MINUTES!!



https://www.tumblr.com/dashboard/blog/heyyobecky4lyfe/31961153468
https://www.tumblr.com/dashboard/blog/heyyobecky4lyfe
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VIDEO METADATA
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Netflix
Playback
Service

String msg = "“This should never
happen!”;
throw new IllegalStateException (msgqg) ;

Amazon S3




drew Kuznetsov 2008, Flikr


https://www.flickr.com/photos/-cavin-/2313239884
https://www.flickr.com/photos/-cavin-/
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New Region
Coming Soon



https://aws.amazon.com/about-aws/global-infrastructure/

STAGGERED ROLLOUT


https://aws.amazon.com/about-aws/global-infrastructure/
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Canary, CC BY 2.0, Steve P2008 2014, Flikr



https://www.flickr.com/photos/stevepj2009/15153972296
https://www.flickr.com/photos/stevepj2009/

TRADITIONAL CANARY

Source
System

Source
System

Video
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. Service
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Traffic
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Service
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Amazon S3




CONSISTENCY

VALID STATE TRANSITIONS




DATA CANARY

Yats Netflix
DEIE]
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Service
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Service




SEEING RETURNS



https://www.flickr.com/photos/53921113@N02/
https://en.wikipedia.org/wiki/Australia/media/File:Australia_with_AAT_(orthographic_projection).svg
https://commons.wikimedia.org/wiki/User:Ssolbergj

Verify consistency prior to
applying state changes.

..one tool i1s a data canary.
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Ernesto Valle X
Ernesto_ V_E

Retweeted Bryony Anne Harris
(@BryonyHarris2):

netflix is down i am dying #netflixdown
fo.me/Mars0zls

2+ Follow

NETFLIX




# A distributed system is
one 1n which the failure
of a computer you didn't
even know existed can
render your own computer
unusable.

-—Leslie Lamport



LOG DATA

Proxy/Routing
Traffic Traffic

Edge Edge Edge Log Data Service
Service Service Service

Playback Service

Playback
Service

Cassandra




| | | | | | | | |
14:10 14: 20 14:30 14: 40 14:50 15: 15: 20 15:30 15: 40 15:50 16:0



Proxy

Edge
Service

Traffic

Edge
Service

Playback
Service

Devices

Proxy/Routing

Edge
Service

Log Data Service

Playback Service

Cassandra




| | | | | | | | | [
14:45 14:5%0 14:535 1500 1503 15:10 15:15% 15:20 15:25 15:30 15:35 13:48 15:



CASCADING FAILURE
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Traffic

Edge Edge Edge Log Data Service
Service Service Service
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throw new OutOfMemoryError () ;
Playback Service }

Cassandra
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MANAGING RESOURCE CONSTRAINTS

Whatever you ask, CC BY-SA 2.0, Kreg Steppe 2008, Flikr



https://www.flickr.com/photos/spyndle/2497556054
https://www.flickr.com/photos/frans16611/6139595092
https://www.flickr.com/photos/spyndle/
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Astronomical Clock, CC BY 2.0, Andrew Fleming 2011, Flikr



https://www.flickr.com/photos/frans16611/6139595092
https://www.flickr.com/photos/frans16611/6139595092
https://www.flickr.com/photos/zetgem/

SO MANY JAR

com.netflin hollowsneesliv-hollows (.},

com.netflix.hystrixihystrix-core: (-},

etelL (%8
com.netflix.hystrixihystrix-serialisstion: (.},

etris isher: (),

etrid SREY
vy ? YantlE: 17}
o + sepallisncassopallisnca: |},
o . wwro-compiler: ()
o + ch.qos. logback: Logback-classic: {},

+ ch.qos.loghack: Loghack-core: (..},

com ! tgovernaco re
com + com.netflix.hollow:netElix-hollow: {w},
cam + som.nebflin. hysteirihysteiz-core: (-},
oy . eters o
cam + com.netflix.hystrixhystrix-serialization: (.},
com + bl b
can N oM. ReTILLX.GOVerRATOr!gOVerAstor-ceNt-JuRIET (-},

| 4 com.netflix mollowsneefliz-hollew: (.}
+ com.netflix.hystrixshystriz-core: (},
+ com.netfli —metri, {abe

+ com.netsli —serialization: {.},
+ com.netflix.hystrix:hystrix-servo-metrics-publisher:

H

(]
(&N

b
+ com.netflix.runtime:heslth-api:
+ com.netflix.runtime:heslth-core:
4 com.netflix.runtime:heslth-guice: (-},

+ com.netflix.runtime:heslth-integrations: (.},

+ com.netflix.runtime:runtime-lifecyele: {},

+ com.netflix.runtime:runtime-swagger-core: {.},

+ com.netflix.runtime:runtime-swagger-lifecycle: { },
+ com.netflix.rejavarrsjava-core: {-},

+ com.netflix.schlep:schlep-core: {.}

o

‘e s Cominavfiin. iep-shadaw: Lepshadon iop-ranttRs L7s
‘e + com.neteLs [
b + com.neteiin [
‘e ? con aevels =,
‘e + Gom.netflix. jaxeainetflix-inxra-extensiona-avee: .},
com ‘e + com.netflix. A3 i 4
com te + com.netflix. Ax- i f-dr
com te + com.netfli on-admi, ugin: {-},
com te + com.netflix karyon:karyon-core: {_},
con te + Com.netelix Kacvonikasyen-euceka: (1},
: + con-netfiix. kayontkaryoa-tpls (),
. N + com.netflix.karyonikeryon2-sdmin: (-},
com te + com.netfli 3
ie + Com.natfiix Kacyon:karyoni-adninwen: (-7s
i + com.netelix.malimal-core:
e + com.netf1in. nchularacadl ey
e + com.natfliu.neefLix-commons 1netflis-comens-ubils (-},
e + o aeteiin.mesed jreety 1
i * com.netelix nettl tnetr1 [y
i + com.netflis.mecflis-commonsinetfliz-intier {-}s
i } Com.nebeLik. ntELix-commons net liz-statistios: ()
can ‘e raphinetflix-graph: (.}
. ehiepintachioncorer {1,
‘com. ‘e ichlep:nfschlep-kafka: {.},
b " <
. Y Comaetelis mumerusraumarest (-},
b + com.nerflix.pythess pribeas-spis (b,
e + con-netfLix. pythess:pythess-core: {7,

‘e + Com.neteLix. ribboniFibbon-core: {-}r

‘e + Com.neteLix. Fibboniribban-cureka: (1),

‘e + com.natfiix.ribbon:ribbon-httpolients (),

. + Com.netflix.ribban:ribben-losdbalencer: (-

+ com.netflix.schlep:achlep-sqs: {-},
4 com.netflix.serve:serve-spache: {-},
+ com.netflix.servoiservo-atlas: {.),

Keep Only
Dependencies

which are
Necessary

com.netflix.ribbon: ribbon-core: {.},
com.netflix. ribbon: ribbon-eureka: {_},
com.netflix.ribbon: cibbon-httpelieat: {.},
com.netflix. ribbon: ribbon-loadbalancer: {_},
com.netflix. runtime:health-apic {_},
com.netflix. runtimeshealth-sore: {_},
com.netflix. runtime:health-guice: {_},
com.netflix.runtime:health-integrations: {.},
com.aetflix. runtime:runtime-1ifecyale: {.},
com.netflix. runtime: runtime-swagger-core: {..},
com.netflix.runtime: runtime-swagger-lifecyele:
com.netflix.rejavacxjava-corer (.},
com.netflix.schlep:schlep-core: (.},
com.netflix.schlep:schlep-eureka: {_},
com.netflix.schlep:schlep-kafka: {_},
com.netflix.schlep:schlep-kafka-consumer: {..},
com.netflix.schlep:achlep-gqe: {.},
com.netflix.servo:servo-apache: {_},
com.netflix.servorservo-atlas: {.},

{=Fs



&
[
™
-
o
N
©
d
Z
<
es
, ©
i 0O
o
o
(]
i
>
m
O
O
9|
ﬁ
=



https://www.flickr.com/photos/frans16611/6139595092
https://www.flickr.com/photos/dlee13/11447018655
https://www.flickr.com/photos/dlee13/

Medusa Kill Switch Scott H



https://www.flickr.com/photos/frans16611/6139595092
https://www.flickr.com/photos/evilpics/12214290974
https://www.flickr.com/photos/evilpics/

FAVOR IMMUTABILITY

Playback Service Playback Service Playback Service




Proxy/Routing

try {
Log Data remoteService.call () ;
SEeE } catch( Throwable t ) {
//Oops'!
Playback System.exit (1) ;
Service }

Cassandra




B O D DDOoopceeess

It's Electric, CC BY ND 2.0,_ Alan Hochberg 2008

, Flikr


https://www.flickr.com/photos/nicestalan/2834415489
https://www.flickr.com/photos/nicestalan/




Wrecking Ball in Building, CC BY 2.0, Jason Eppink 2008, Flikr



https://www.flickr.com/photos/jasoneppink/2881787341
https://www.flickr.com/photos/jasoneppink/

FAILURE TESTING

Devices

Proxy/Routing

Applying Failure
Testing Research

@ Netflix

by Kolton Andrus and
Peter Alvaro

IHFIT

Log Data Service

Automating Chaos
Experiments in
J’ ChAP Production

by Ali Basiri

Playback Service

Cassandra



Manage resource constraints by
reducing surface area.

Leverage circuit breakers and
rigorously test failures.
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PLAYBACK ARCHITECTURE

Devices

Proxy/Routing

Edge Service Edge Service Edge Service

Playback Service

URL Service




NETFLIX CLIENT JARS

Playback Service

URL Client

Service Discovery RPC URL

Metrics Retries and Timeouts Service

Circuit-breakers and Fallbacks
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THROTTLING

Tl Concurrent

Requests

Throttled Requests

(HTTP 503) Il Playback
Service



Svenn Amish £x & Follow
- amishschool

With Netflix down | had to make small talk with
my kids with questions like "how was school?"
and "what's your name again?"

8 26 FAQERecMma

9:50 PM




Traffic

Edge Service

System.gc () ;
Playback Service }

Service




NETFLIX CLIENT JARS

Playback Service

URL Client

Service Discovery RPC URL

_ Retries and Heavy Service
Metrics  Timeouts Fallback

Circuit-breakers




FALLBACK TESTING

No fallback, CPU held at 90% 15 J_B'PS

¥ D

With 100% Fallback,

58 I zPS CPU held at 90%

Siege: https://github.com/JoeDog/siege



https://github.com/JoeDog/siege

SELECTING FALLBACKS

FALLBACK

STATIC SERVICE



return Response
.status (503)
.build() ;

Playback Service

URL
Service
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https://www.flickr.com/photos/atoach/21890042259
https://www.flickr.com/photos/forcedrhubarb/6924506086
https://www.flickr.com/photos/atoach/
https://www.flickr.com/photos/forcedrhubarb/

APPLICATION SHARDING

~ Dbevices
Traffic Proxy/Routing Traffic

Edge Service Edge Service Edge Service

N

Critical Playback Non-Critical
Service Playback Service

Non-Critical URL
Service

URL Service



CRITICAL

Country Road at Sunrisee, CC BY-SA 2.0, Susanne Nilssone 2014, Flikr



https://www.flickr.com/photos/infomastern/15123337829
https://www.flickr.com/photos/forcedrhubarb/6924506086
https://www.flickr.com/photos/infomastern/
https://www.flickr.com/photos/forcedrhubarb/
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Traffice, CC BY-NC 2.0, jonbgeme 2008

S.WALES, Chepstow
M5 The MIDLANDS



https://www.flickr.com/photos/jonbgem/2256406010
https://www.flickr.com/photos/forcedrhubarb/6924506086
https://www.flickr.com/photos/jonbgem/
https://www.flickr.com/photos/forcedrhubarb/

APPLICATION SHARDING

~ Dbevices
Traffic Proxy/Routing Traffic

Edge Service Edge Service Edge Service
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URL Service



No heavy fallbacks!!
Fallbacks should be light and fast.

Shard your application based on
operational characteristics.
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CHAPTER 1: THE WEIRD DATA IN THE CATALOG
» Verify consistency prior to applying state changes.
 One tool is a data canary.

CHAPTER 2: THE VANISHING OF CRITICAL SERVICES
« Manage resource constraints by reducing surface area.
e Leverage circuit breakers and rigorously test failures.

CHAPTER 3: THE THROTTLE
* No heavy fallbacks!! Fallbacks should be light and fast.
« Shard your application based on operational characteristics.



Plan to fail.
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The unexpected will happen.
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Haley Tucker



