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Secure Computing

• Providing data computation securely

• Data in encrypted mode beyond secure computing

• Secure computing is isolated and protected by hardware

For Data Security, Secure Computing Provides The Foundation!



Intel® SGX Applications and Challenges



Intel® SGX

• Intel CPU supports Intel® SGX from Skylake CPU

• Available on desktop and server machines

• Trusted execution environment in CPU

• New CPU instructions including both ring 0 and ring 3 
instructions

• Intel provides software SDK
• ECALL/OCALL

• Enclave Definition Language(EDL)

• Enclave Code



Security Challenges on Intel® SGX 

• Traditional vulnerability/exploit issues in enclave
• Compatible programing model with traditional vulnerabilities

• Compatible with existing exploit techniques, such as ROP

• Side Channel Attacks
• Cache/TLB

• PageFault

• Branch Target Buffer

• Secure SDK usages

• Denial of Service



Secure SDK usages

• Secure signing key protection

• Use enclave as release version

• Correct ECALL definition



SGX Signing Key Protection

• Utilizing HSM to protect signing key

• Self-protected signing key enclave



Use Enclave as Release Version

• Disable debug 

• Create enclave with debug mode



Correct ECALL Definition



Dangerous Pointer Parameter Handling



Example in untrusted code



Example in EDL file



Example in SDK code



Example in trusted code

Str1 could be in enclave range without boundary checking



Real world Cases - TaLos

https://github.com/lsds/TaLoS/blob/6d2fdb891ee3120f9d71990e817fc7794317b903/src/talos/enclaveshim/enclave.edl

Many user_check cause unsafe ecall parameters



Denial of Service

• SGX disabled

• Limited EPC memory 

• Shared EPC cross debug and release enclave



Secure Computing Environment



Secure Computing Framework

Computing Node Environment(CNE)

Secure Computing 

Environment(SCE)
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Architecture Challenges



Architecture Challenges 1
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Architecture Challenges 2
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No General Attestation Capability Cross Secure Computing Environments



Architecture Challenges 3
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No General Attestation Capability Cross Secure Computing Nodes



Architecture Challenges 4

Computing Node Environment

Secure Computing Environment

Data Algorithms

Secure Computing Algorithms Cloud Be Vulnerable



Architecture Challenges 5

Computing Node Environment

Secure Computing Environment

Proving secure computing environment is secure as expected

?



Summary

• Intel® SGX provides the foundation for secure computing 
in CPU

• Intel® SGX applications should be implemented correctly 
to avoid potential attack vectors

• Secure computing has big architecture gap if we want to 
apply it cross computing devices/nodes
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