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One simple goal
for bullding great
Web APIs...







't should take no more
than 5 minutes for a
developer to perform a
userul task using your

A

Pl for the first time




What is a Web API?

Definition for today:

® HTTP/HTTPS endpoint
e |SON/XML
® Hosted API/Web service

® Example: Amazon S3
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Hot APIs » Twitter YouTube Facebook Google Maps Flickr Linkedin More » Latest news 32 APIs Used in 7 Days: Bing, Flickr, Thrutu

Home APl News API Directory Mashups Community How-to Contests Subscribe: @ a rﬁ’ T

Dashboard Directory Newest [MostPopuIar] By Category  API Scorecard Add API

Web Services Directory Subscribe to get the latest APls
Become a ProgrammableWeb Sponsor
Filter this list © Sortby: Name Date QgaJNEGVE Category
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Twitter Microblogging service Social 641 programmable oyster.
Flickr Photo sharing service Photos 589
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Yahoo Search Search services Search 141
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Google Ajax Search Web search components Search 130
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Twilio

Web service APIs to automate Voice and
SMS phone communications

~ Carriers nbound Calls

VYoice Outbound Calls
' Mobile/Browser VoIP
) twilio
" Send To/From Phone
' SMS Numbers
Short Codes
Developer
' Phone Dynamically Buy

m Numbers ~honeNumbers
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® Clear value proposition

® Fast sighup

® Simple API

® Efficient quickstarts

® Concise accessible docs

® Easy authentication (basic vs. oauth)

® Debuggable



API Adoption Funnel

Good APIs
Promote
-------------------------- Adoption

(tell friends)

Hear about API Try it

Build it

Production Usey} Buy it

Traction



API Adoption Funnel

Hear abouf API

5-Minute
Goal

Build it

Production Usey} Buy it

Traction
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Media processing API

e HTTPAPI to analyze large
(MBs) media files

e High tps ~100,000/day
e POST data to the API

Analysis

® API synchronously returns
analysis of media (could
be minutes/hours later)



Media processing API
e (Control and data in the
w
77

same request (100 MB
every request)

e Unclear error conditions.
Can you resend request!?

® Synchronously wait for
response

® No request history/billing
information



Media processing API

a Original Request

POST http://api.vendor.com/API/Process?
key=2hkh&mode=bob&filter=yeah

Body 1s 100MB of binary data

Y, \_
Problem

Can we safely retry the request on

a transient failure?
| )|



http://api.vendor.com
http://api.vendor.com

Media processing API

Q Add a token allowing us to safely retry

POST http://api.vendor.com/API/Process?
key=2hkh&mode=bob&filter=yeah&token=TK123

Body 1s 100MB of binary data

Y, \_
Problem

Exposed to transient failures if the

~ processing takes minutes/hours!?
N 4



http://api.vendor.com
http://api.vendor.com

Media processing API

a Add webhook url to asynchronously respond

POST http://api.vendor.com/API/Process?
key=2hkh&mode=bob&filter=yeah&token=TK123&c
bUrl=http%3A%2F3%2Fmyserver.com¥2Fresponse

Body 1s 100MB of binary data

Y, \_
Problem

Request is huge and fragile when

~ data is included with control cmd?
N &



http://api.vendor.com
http://api.vendor.com

Media processing API

° Async fetch media & move POST params to body

POST http://api.vendor.com/API/Process

Body
key=2hkh
mode=bob

filter=yeah
token=TK123
cbUrl=http://myserver.com/response

mediaUrl=http://s3.com/media.mov



http://api.vendor.com
http://api.vendor.com
http://myserver.com/response
http://myserver.com/response
http://s3.com/media.mov
http://s3.com/media.mov

Media processing API

e Version APl and make URL more RESTful

POST http://api.vendor.com/v1l/Media

Body
key=2hkh
mode=bob

filter=yeah
token=TK123
cbUrl=http://myserver.com/response

mediaUrl=http://s3.com/media.mov

Response
URI http://api.vendor.com/v1l/Media/MD123



http://api.vendor.com
http://api.vendor.com
http://myserver.com/response
http://myserver.com/response
http://s3.com/media.mov
http://s3.com/media.mov
http://api.vendor.com
http://api.vendor.com

S-Mminute APIS
API Design



ldempotency

® Ildempotence is the property of certain
operations that they can be applied multiple
times without changing the result.

® Request failures happen. Provide users a
safe way to retry requests

® Example:
POST /BankAccount/Funds

{‘value’: 1000, ‘token’: "'TX123'}



(".) Amazon Elastic Compute C|

= C' () docs.amazonwebservices.com/AWSEC2/2010-08-31/APIReference/index.htm?ApiReference-query-Runinstances.html 5y © L N

Amazon Elastic Compute Cloud
API Reference (API Version 2010-08-31)

sassociateAddress

GetConsoleOutput
GetPasswordData
ImportKeyPair
ModifyImageAttribute
ModifyInstanceAttribute
ModifySnapshotAttribute
MonitorIinstances
PurchaseReservedInstances(
RebootlInstances
RegisterImage
ReleaseAddress
RequestSpotiInstances
ResetImageAttribute
ResetInstanceAttribute
ResetSnapshotAttribute
RevokeSecurityGrouplngress
Runlnstances
Startinstances
Stoplnstances
Terminatelnstances
Unmonitorinstances
+ Data Types

Error Codes

Amazon EC2 Resources

Document History

Document Conventions

here for the latest

this document - eg'm

PrivatelIpAddress If you're using Amazon Virtual Private Cloud, you can No

lientToken

requestId

reservationld

ownerId

groupSet

instancesSet

optionally use this parameter to assign the instance a
specific available IP address from the subnet (e.g.,
10.0.0.25).

Type: String

AUIC:. AfMc
subnet for the instance

‘

from the

Unique, case-sensitive identifier you provide to ensure N
idempotency of the request. For more information, go
to How to Ensure Idempotency in the Amazon Elastic

Compute Cloud User Guide.

Default: None

Constraints: Maximum 64 ASCII characters

Response Elements

The elements in the following table come wrapped in @ RunInstancesResponse Structure.

Description

The ID of the request.

Type: xsd:string

Unique ID of the reservation.

Type: xsd:string

ID of the AWS account that owns the reservation.

Type: xsd:string

List of security groups the instance belongs to. Each group's information is wrapped in an item element.
Type: GroupltemType

A list of instances. Each instance's information is wrapped in an item element.

Type: RunninglnstancesitemType



Self-documentation

® Sweat what and how you name. Naming is
is the best documentation.

® Example:

GET /Users/ID123
GET /Users/ID123/Friends
GET /Users/ID123/Photos



BStripe APl Documentation “

€& = C | [ Stripe [US]| https://stripe.com/docs/api
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stripe NAVIGATION CURL RUBY PYTHON PHP
Creating a new charge (charging a credit card) —
Belmasge 2 credit card, you create a new charge object. If your API key is in test U s e R e sl e
mode, the supplied card WOTT T 2reves agadmihaueh evoruthing o Cyaun oo
occur as if in live mode. (Stripe assumes that the charge would have completed S curl https://api.stripe.com/vl/charges \
successfully) -u vtUQeOtUnYr7PGCLQ26U14zqpDUO4sOE: \
d -d amount=400 \
-d currency=usd \
ARGUMENTS

amount: required
A positive integer in cents representing how much to charge
the card. The minimum amount is 50 cents.

currency: required
3-letter ISO code for currency. Currently, only 'usd' is
supported.

customer: optional, either customer or card is required, but not both
The id of an existing customer that will be charged in this
request.

card: optional, either card or customer is required, but not both
A card to be charged. The card can either be a token, like the
ones returned by stripe.js, or a dictionary containing a user's
credit card details, with the options described below.
Although not all information is required, the extra info helps

nrevent fraud.

-d card=tok_VkLOj6f12IL001 \
-d "description=Charge for site@stripe.com"

EXAMPLE RESPONS
{

m

"amount": 400,

"created": 1321132356,

"currency”: "usd",

"description”: "Charge for site@stripe.com",
"fee": 42,

"id": "ch_xDQF8WRsiX",

"livemode": false,

"object"”: "charge",

"paid": true,
"refunded": false,
"card": {

"country": "US",
"cvc_check”: "pass”,
"exp_month": 11,
"last4": "4242",

Send feedback



RESTfulness

® Adherence to REST object model and
verbs provides a clean way to expose
business logic

® Create POST /Users

® Fetch GET /Users/ID123
® Modify PUT/POST /Users/ID123
® Remove DELETE /Users/ID123



() wufoo Docs - Wufoo Rest AF
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Wufoo — Docs — Wufoo Rest API V3 ‘w Login!

GO.L';g!Q"' Custom Search

Help Wufoo Rest API V3

Documentation

The Forums
Ask Support On this Page

Dther APIs

General Info

1. Introduction . APl Introduction
FAQs 2. Finding Your Key . Forms GET
Video Tour 3. Wufoo REST Structure . Fields GET
Terminology 4. URL Prefix . Entries GET / POST
Accounts 5. The Extension . Users GET
Login 6. Convenience Parameters . Reports GET
Account Manager 7. Authentication . Widgets GET
User Management 8. Hashed URL Vs Friendly URL . Comments GET
Activity Log . Web Hooks PUT / DELETE
. Login POST
Torms FAQS . Examples
Form Manager 1. Are there any API restrictions? . The Wufoo REST Principle
Form Builder 2. Can sub-users use the API?
Entry Manager 3. Where are the old APIs?

Code Manager
Notifications 1. Learn about and get APl Wrappers
Rule Builder

Payment Settings
Integrations Introduction



Versioning

® Do it. Remember you will be stuck
supporting old APl versions (indefinitely?)

® Examples

GET /api/l/blag
GET /api/vl/blag
GET /api/20101206/blag



tWittef devel()pc.; e ~r1 Health Blog Discussions Documentation

Home — Documentation — APl Resources — Tweets ¥ Tweet

POST statuses/update s .

Updated on Thu, 2011-11-03 21:00 )
Related open issues

Updates the authenticating user's status, also known as tweeting. To upload an image to accompany the tweet, use

POST statuses/update_with_media. Sending a DM using statuses/update
_ _ o results in a 404, but the message is

For each update attempt, the update text is compared with the authenticating user's recent tweets. Any attempt that still sent

would result in duplication will be blocked, resulting in a 403 error. Therefore, a user cannot submit the same status '

twice in a row.

While not rate limited by the API a user is limited in the number of tweets they can create at a time. If the number of

updates posted b aches the current allowed limit this method will return an HTTP 403 error. Resource Information

Resource URL Rate Limited? No

http://api.twitter.com/1/statuses/update.format
Requires Authentication? Yes

Parameters Response Formats json
status The text of your status update, typically up to 140 characters. URL encode as e
required necessary. t.co link wrapping may effect character counts.
b i PPing mey HTTP Methods POST
in_reply_to_status_id The ID of an existing status that the update is in reply to.
optional
Note:: This parameter will be ignored unless the author of the tweet this OAuth tool

parameter references is mentioned within the status text. Therefore, you must
include @username, where username is the author of the referenced tweet,

Pl Sign in with r Twitter nt
within the undate ease oig you er accou



® When possible, offload the work of keeping
state/history because it’s hard!

® Examples

POST /Calls
GET /Calls/CAl23
GET /Calls/CAl23/Recordings/RE123



K Achievements - Facebook [

4~ C' () developers.facebook.com/docs/achievements/ bk @ =

facebook DEVELOPERS Documentation  Support  Bl~- : e Do entation / Apps

You can register an achievement for a game by issuing an ETTP POST to APP_ID/achievements with an app
access_token and the following parameters.

Name BaGGLIDtior Type Required
achievement Unique URL to the achievement. string yes
display_order Order of this achievement as it shows up in the achievement stories Ul (low to integer no

high). For example a display order of 100 will be displayed in the Ul before 200.
We use this value to surface achievements according to the order the developer
has specified. Please make sure this value is unique and increments in the
correct order for your achievements.

Response:

Description Type

true or error depending on whether the registration was successful. boolean

Error Description
Code
100 Service error
3401 If an app tries to register more than the maximum number(1000) of achievements.
3402 When the app tries to register an achievement that would raise the app’s point total above the 1000-point
limit.
Read

You can get all achievements for an app by issuing an HTTP GET request to /APP_ID/achievements with an app
access_token. This will return an array of achievement objects where each achievement object has the following fields.

Name Description Type

il IN nf the achiasvemant nhiart ad v ney



Predictability

® The API should do what users expect

® Examples

<Play>music.mp3</Play>

<Play>music.aiff</Play>



&P Command reference - Redis

— C ® redis.io/commands

-

= redis

Commands

Clients Documentation Community

Download Issues

w O A

APPEND key value
Append a value to a key

AUTH password
Authenticate to the server

BGREWRITEAOF

Asynchronously rewrite the append-
only file

BGSAVE

Asynchronously save the dataset to
disk

BLPOP key [key ...] timeout

Remove and get the first element in a
list, or block until one is available

BRPOP key [key

Remove and get the last element in a
list, or block until one is available

«..] timeout

BRPOPLPUSH source destination ..

Pop avalue from alist, push it to
another list and return it; or block until

HINCRBY key field increment

Increment the integer value of a hash
field by the given number

HKEYS key
Get all the fields in a hash

HLEN key
Get the number of fields in a hash

HMGET key field [field ...]

Get the values of all the given hash
fields

HMSET key field value [field val..

Set multiple hash fields to multiple
values

HSET key field value
Set the string value of a hash field

HSETNX key field value

Set the value of a hash field, only if the
field does not exist

PSUBSCRIBE pattern [pattern ..

Listen for messages published to
channels matching the given patterns

PUBLISH channel message
Post a message to a channel

PUNSUBSCRIBE [pattern [patter..
Stop listening for messages posted to
channels matching the given patterns

QUIT
Close the connection

RANDOMKEY

Return a random key from the keyspace

RENAME key newkey
Rename a key

RENAMENX key newkey

Rename a key, only if the new key does
not exist

Keys Strings Hashes Lists Sets Sorted Sets Pub/Sub Transactions Connection Server

SRANDMEMBER key
Get a random member from a set

SREM key member [member ...]

Remove one or more members from a
set

STRLEN key
Get the length of the value stored in a
key

SUBSCRIBE channel [channel ...]

Listen for messages published to the
given chanpe

SUNION key [key ...
Add multiple sets

SUNIONSTORE destination key [k..

Add multiple sets and store the
resulting set in a key

SYNC
Internal command used for replication



Responsiveness

® When a response is available immediately,
use a synchronous response. Otherwise,
consider an asynchronous webhook rather
then polling

® Examples:

POST /Object/Transforms
Body
cbUrl=http://b.com/response



http://myserver.com/response
http://myserver.com/response

{*) Twilio Cloud Communicatior *

“— C | @ www.twilio.com/docs/api/twiml/record

w O A

-
e tWIIlo How It Works Pricing Gallery Help Jobs Docs

CLOUD COMMUNICATIONS

TwiML Voice: <Record>

The <rRecord> verb records the caller's voice and returns to you the URL of a file containing the audio recording. You can
optionally generate text transcriptions of recorded calls by setting the ‘transcribe’ attribute of the <Record> verb to ‘true".

Verb Attributes

The <rRecord> verb supports the following attributes that modify its behavior:

Attribute Name Allowed Values Default Value
action relative or absolute URL ' current document URL
method GET, POST POST

timeout positive integer 5

finishOnKey 1234567890*#

integer greater than 1 3600 (1 hou

transcribe true, false false

transcribeCallback relative or absolute URL none

true, false true

action

The "action’ attribute takes an absolute or relative URL as a value. When recording is finished Twilio will make a GET or POST
request to this URL including the parameters below. If no "action’ is provided, <Record> will default to requesting the current
document's URL.

After making this request, Twilio will continue the current call using the TwiML received in your response. Keep in mind that by
default Twilio will re-request the current document's URL, which can lead to unwanted looping behavior if yvou're not careful. Any

Free Trial Login

Docs Home
Quickstart Guides
HowTo's and Examples

Helper Libraries

TwiML Reference
| Version 2010-04-01 %)

= Voice

Overview

Twilio Request
Your Response

Primary Verbs

<Sa¥>

<Play>

<Gather>

<Record>

<Sms>

<Dial>
<Number>
<Client>
<Conference>

Secondary Verbs

<Hangup>
<Redirect>



Key Ideas

® |dempotency

® Self-documentation
e RESTfulness

® Versioning

e Statefulness

® Predictability

® Responsiveness



o-minute A
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What makes a good API?

® Fasy to Learn

® Easy to use (even without documentation)
® Hard to Misuse

® Fasy to read and maintain code that uses it
e Sufficiently powerful to satisfy requirements
® Fasy to extend

® Appropriate to audience

How to Design a Good API and Why it Matters
Joshua Bloch, Google



HumMman-centric
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Active Numbers: »Assigned: 15/100 »Toll-Free: 10 »Locak §
Minutes Purchased: K+

TRACK KEYWORDS FROM GOOGLE ADWORDS

Select the Campaligns, Ad
Groups and Keywords to track

Assign Phone Number Appendg®il variables Chadnd Stapking Next Steps

Saleforce

e Google AdWoeds

» URLs
auth ~Cam gns from - oo
AdGroups Selected: 0
ﬂrluslve

*AN keywords Note: You can only track oh For Instance, if you select 3 campaign to track, you Campaigns Selected: 0

“"“W"’Adwwd““i'd“ ‘API

Manage
Call Routing T
AdGroup
Analyze Campaign M Group Keyword Cost Conversions Clicks Impeessions Track
Monitor Cloud Com >*<'ed fomation doud $564 56 124 15265 =)
Broadcast Cloud Computing Promotion computing  $984 49 261 5634 o
Support Cloud Computing software server 5456 a3 130 5856 o
Extensions Cloud Computing software database  $114 % 34 4351 o
Cloud Storage database software  $186 X a7 7985 Q
Cloud Storage database consulting  $152 26 69 1324 (%)
Cloud Storage servers servers $789 21 148 2645 [+
Cloud Storage servers paas $951 19 135 6123 (%)
SAAS products storage $50 16 16 4352 Q
SAAS products nosoftware 549 12 10 7652 (¥
SAAS sk saas $30 9 13 1046 Q



N

NODNA

Account

Track

* Basic Tracking

* Organi

* Google AdWords
* URLs

» Other Sources

o All Keywords

* Dynamic

Manage
Analyze
Monitor
Broadcast

Support

Extensions

Active Numbers: »Assigned: 15/100 »Toll-Free: 10 »Local: 5
Minutes Purchased: K1

» Track » Basic Connections

BASIC TRACKING

Bask Connections URL Tracking Other Sources Next Steps

o

Setup your bask call tracking settings. Just assign a local or toll free number to any of these channels to track call volume. Click "auto-assign® under

the toll-free or organic column will automatically assign phone numbers for all channels.

Dynhatiic pHone Aumber”
provisioning via Twilio API,

818-225-6642

818-225-6642

866 -804 -41M

Paid Search
8 | 818-225-6642 v

Soctal Media
n 818-225-6642 L4

a 818-225-6642 =
m 866 - 854 - 4191 &

Tiec i vou setun advanced call tracking. these numbers will become default numbers for each channel.

Local

Assign all

Y



Incoming Call - Advanced Caller 1D

Call Script

ipt:  Cloud Mark SSIf el

cuseo cowsweeins G gl@force mm
app APIs

20% off 1 Year Subscription
QICed YOU were

% off of

sahn Andarson from Cloud Marketing Su
r erterprise marketng package. Al this trme, we can offer
cripton fee for the firet year. Do you make the marketing technology de

nt Contacts

Hallo Mr. Tavler
nleresied
your

Y

e Of Company]|?

Total Contacts

(I answer s No)
Let me fell you 2 Ifthe b2 about Chud Marketing Sute and perhaps you could recommend

the proper representative that | should be talking 1o

Emails 0 B

Calls 0B

Ge -()~)g}l( T8
20% off 1 DU GOt rOSIRIANGY)
S‘" : that you ne s - £ respons ' ' nave as
# [job it OU give me e Wwees, | can ¢ Iy Ot he . P Sute can
‘ ' » " -

Los Angeldes, CA, USA
0:00:35

(VWhen transferred 1o the the comredt represantative)
| was hoping to schadua & time whan we mght discuss what Cloud Marketing Sulte can do
or you. If you sign up with us we are happy 1o offer you 20% off of your firet yearly

SUDSBCAPLION, Are you aware that you can incréase a busingss of your size's revenus by
159% annually  (pause as long as necessary until the prospect begins speaking)

Call Source

Call Recording Call Transfer

Tramafer to

Twilio Client API



Active Calls

Cloud Marketing Suite

Agent gise Baumhaus
Group: Tech Support PST)

Status Call In Progress
e
Call Information
. Call Duration: 00:18:32 +32% v Avg
Caleritr  Collor o Caller bormaton

Callor Information
Namex Joo Smith
Compary: Big Compary Inc.

Lryw Sy Coll Source: Google (Organic
Kayword: CAM

n Saesforce; Yes




Simplicity




DEPLOYING
YOUR VVEB
API




® |00’s of prod hosts in continuous operation

® 80+ service types running in prod

- Python(Twisted/GEvent), PHPF, Java

® 50+ prod database servers

- MySQL, Redis

® Prod deployments@everal times/dayacross

/ engineering teams



Website

Deployment
Content .
Frequency(Risk)
4 buckets
Website
o Code
9 REST
API :
| OOX Blg DB
Schema
0} -
CMS PHP/Ruby  Python/Java SQL

etc. etc.



Website

Deployment
Content pioy
Processes
Website
Code
REST
API Big DB
Schema
Foll = Foni =
One Click Cl Tests Cl Tests Cl Tests
One Click Human Sign-off Human Sign-off

One Click Human Assisted Click



Cluster automation via boxconfig

(".) Boxconfig - dev X a

‘— C | © localhost:8888/#/hosts W

Boxconﬂg filter... Hosts Roles Hostnames Instances Externals Build Status

Hosts

Ll Id SSH Description Status Svn Price Roles

O ssh  dev Finished 21906 $0.00

L ssh SAVE - min new Running 22078 $0.09 matrix

L ssh min Running 22078 $0.09 stream

LJ ssh Curious George new Running 22077 $0.09 monkey ‘nﬁ)

O ssh  Charlotte new Running 22060 $0.09 api web o
§

L ssh Curious George Running 21906 $0.09 PO ®
Q
<

O ssh  Charlotte Running 21963 $0.09 apt web "3”
o

U ssh Running 22044  $0.09 a
™
o

U ssh Running 22042 $0.09 =
-

O ssh  dev new Running 22035 $0.09 | hurl-sp =
=

O ssh  dev Running 21906 $0.09 hud-sp :

L ssh dev new Running 22022 $0.09 hurl

J ssh Cache Money Running 21993 $0.09 memcache-api



Cluster automation via boxconfig

Build and deployment system - boot entire
Twilio stack with one key press

Host configuration - versioned code & config
Host orchestration - load balancing
Monitoring and alerting - nagios

Multi-datacenter deployment & analytics



Cluster automation via boxconfig

(%Roles

Provision

role | role | roIeJ
>

SVIN/git

Base (AMI)

Vanilla Linux Host
(cloud/colo)
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